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Abstract ˗ In this paper we aim to present a survey of different 

techniques on digital image watermarking.  Digital watermarking 

technique is becoming more important in this developing society of 

internet. Digital watermarking is used as a key solution to make the 

data transferring secure from illegal interferences. Digital 

watermark techniques are used in various areas such as copyright 

protection, broadcast monitoring and owner identification. In this 

paper we mainly discussed about two methods via spatial domain 

and frequency domain. In spatial (pixel) domain, watermark is 

inserted directly by modifying the pixel values of host image. Such 

algorithms are very easy at the time of implementation. However 

they have some problems like Low hiding capacity of watermark 

information, less PSNR, less correlation between original and 

extracted watermark and less security, so anyone can detect such 

algorithms. In frequency domain such as DCT, DFT, DWT, SVD 

etc, the watermark is inserted into transformed coefficients of image 

giving more information hiding capacity and more robustness 

against watermarking attacks because information can be spread 

out to entire image. 

Keywords - Digital Image Watermarking, DCT, DWT, SVD and 

Algorithm. 

 

I. INTRODUCTION 

        Digital watermarking is the embedding or hiding of 

information within a digital file without noticeably altering the 

file itself.  Now digital image watermarking is increasing 

attention due to the fast developing in the internet traffic. 

Digital watermarking achieved is popularity due to its 

significance in content authentication and copyright protection 

for digital multimedia data. It is inserted invisible in host 

image so that it can be extracted at later times for the evidence 

of rightful ownership [1]. Various digital watermarking 

techniques are purposed for copyright protection of 

multimedia data from being misused [2, 3]. According to the 

embedding domain of the host image, digital image 

watermarking techniques can be categorized into one of the 

two domains via spatial and transform. The simplest technique 

in the spatial domain methods is to insert the watermark image 

pixels in the least significant bits (LSB) of the host image 

pixels [4]. In capacity of data hiding is high in these methods 

but hardly robust. Watermarking in transform domain is more 

secure and robust to various attacks. The popular transform 

domains are frequency domain via Discrete Fourier Transform 

(DFT) [5], and Singular Value Decomposition (SVD) [10, 11, 

12, 13] etc. Normally all popular methods use any of them or 

their popular variants for providing robust watermarks along 

with other methods like neural network, vector quantization 

and many more different distribution functions. Watermarking 

using DWT and SVD methods are known to have gained 

much more popularity than any other methods. 

         A well known matrix decomposition method as Singular 

Value Decomposition (SVD) is widely used in watermarking 

techniques. In this technique the watermark is embedded did 

to the SV (s) of the whole image or a part of it. In this 

technique a single watermark is used which may be lost due to 

attacks [11]. To improve this work [15] on DWT-based 

multiple watermarking argues that inserting a visual 

watermark in both low and high valued coefficients results in a 

robust technique for a wide range of attacks. The robustness is 

increased by inserting in low valued coefficients with respect 

to attacks that have low pass characteristics such as filtering, 

lossy compression.  

        Digital watermark is a technique that is embedded inside 

an image. It is very similar to steganography in a number of 

respects. The main aim of digital image watermarking is to 

embed information imperceptibly and robustly in the cover 

data. 

     This survey paper is discussed in the following sections. In 

section 2 we discuss the different techniques of digital image 

watermarking. In section 3 we discuss the applications of 

Digital Image Watermarking. In section 4 we discuss the 

attacks on digital image watermarking. We conclude this 

survey in section 5. 

 

II. DIFFERENT TECHNIQUES OF  DIGITAL 

WATERMARKING 

   Watermarking is not a new phenomenon. In the modern 

era, providing authenticity is becoming increasingly important 

as most of the world’s information is stored as readily 

transferable bits. Digital watermarking is a process whereby 

arbitrary information is encoded into an image in such a way 

that the additional payload is imperceptible to the image 

observer [31]. Watermarking algorithms are divided into two 

categories. Spatial-domain techniques work with the pixel 

values directly. Frequency-domain techniques employ various 

transforms, either local or global. Several widely recognized 

techniques are described subsequently [32]. 

 

A. Spatial Domain Techniques 

      In this technique, the watermark is inserted in the cover 

image changing pixels or image characteristics [33]. The 

algorithm should carefully weight the number of changed bits 

in the pixels against the possibility of the watermark becoming 

visible [34]. Mahfuzur Rahman and Koichi Harada proposed a 
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method to insert information in objects with layered 3D 

triangular meshes such as those reconstructed from CT or MI 

data, a parity enhanced topology based spot area watermarking 

method [31]. The robustness against unauthorized alteration of 

a single bit in every consecutive 8-bits of length is enhanced 

by the incorporation of parity checking. Watermark message is 

cut into numerous pieces and each piece of message is inserted 

at different spots, hence, if a piece of message is lost in one 

spot, the error correct decoding can be employed to possibly 

retrieve the same information from other spots. Their method 

acted against unintentional attacks translation, rotation, 

arbitrary re-sectioning, scaling etc, and left artifact after 

intentional attacks of local and global number re-arrangement 

in a robust manner. This method has the ability to check the 

alteration of a single bit in every consecutive 8-bits length as it 

is parity enhanced. 

Xiangui Kang et al. [35] proposed the data extraction 

process as one associated with a generalized channel of 

additive noise with a generally non-zero mean and fading by 

adaptively estimating the decision zone exploiting a training 

sequence and estimating the quantization step size using the 

Fourier analysis method. Their approach functions against 

common signal processing including Gaussian filtering, mean 

filtering, median filtering, sharpening, and jpeg compression 

with a quality factor of as low as 10, robustly. The main 

progress is the enhanced robustness against median filtering, 

intensity DC change, intensity linear scaling, colour reduction, 

histogram equalization and intensity non-linear scaling, etc. in 

comparison with the watermarking scheme described in [36] 

which does not employ adaptation. The proposed scheme has 

more superior robustness to additive noise corruption, jpeg 

compression, median filtering, and accomplishes much 

enhanced watermark invisibility simultaneously in comparison 

to the scheme proposed in [37]. 

C. Lu, H.Yuan and M. Liao [38] presented a multipurpose 

watermarking scheme which can be applied to attain both 

authentication and protection of multimedia data. The hiding 

process inserts the watermark once which can be extracted for 

diverse applications in the direction process, invisibly. Their 

proposed includes the following three special features a) The 

approximation information of a host image kept in the hiding 

process by utilizing masking thresholds defined based on the 

human visual system,  b) oblivious and robust watermarking 

accomplished, c) a asymmetric robust range adopted for 

fragile watermarking to achieve malicious tampering detection 

and non-malicious tampering tolerance.  

Ruizhen Liu and Tieniu Tain presented a new 

watermarking method for digital images [39]. The SVD 

domain of the original image is added with the watermark. The 

mathematical background of their method is very apparent and 

the estimation of the error between the original image and the 

watermarked image is performed. The performance of this 

novel algorithm is good in terms of both security and 

robustness owing to these properties. Moreover, their 

algorithm can resolve rightful ownership devoid of encryption 

and if combined with encryption, they can provide more 

powerful security for rightful ownership. They performed 

extensive experiments and employed Cox method [1] for 

comparison. The robust nature of the novel method against 

image distortion and its significant superiority over Cox 

method is illustrated by the results. 

Wei Lu and Hongtao Lu [40] provided a novel robust 

digital image watermarking scheme with the aid of sub-

sampling and nonnegative matrix factorization. Originally, 

sub-sampling is employed to create a sub-image sequence. 

Later, the nonnegative matrix factorization is applied to 

decompose the sequence on basis of the column similarity of 

the sub-image sequence. A Gaussian pseudo-random 

watermark sequence is embedded in the factorized 

decomposition coefficients. Owing to the high resemblance of 

sub-images and meaningful factorization for NMF, the 

purposed scheme is capable of achieving superior robustness, 

particularly towards common permutation attacks.       

Lin et al [41] proposed a method to solve the problems of 

rotation, scale, and translation. Their solution and the prior 

proposals in the pattern recognition literature regarding 

invariants of the Fourier-Mellin transform are associated. They 

observed that the random transform can be employed for 

alternative implementation [42]. Their technique is resilient 

against mild jpeg compression as well. In addition, the 

efficiency of their method against cropping, an attack against 

which no steps are taken in the design and illustrated through 

the results. 

1) Least Significant Bits (LSB): This is the simplest approach, 

because the least significant bit carries less relevant 

information and their modification does not cause perceptible 

changes. Among these approaches there are types using only 

the salient points [43] or types, which use some kind of 

cryptography on the watermark message before the 

embedding, process [44].  

2) SSM Modulation Based Techniques: Spread-spectrum 

techniques are methods in which energy generated at one or 

more discrete frequencies is deliberately spread or distributed 

in time. This is done for different reasons, including the 

establishment of secure communications, increasing resistance 

to natural interference and jamming, and to prevent detection. 

When applied to the context of image watermarking, SSM 

based watermarking algorithms embed information by linearly 

combining the host image with a small pseudo noise signal 

that is modulated by the embedded watermark. 

 

B.  Frequency Domain Techniques 

        Compared to spatial domain techniques, frequency 

domain techniques are more applied. The target of this 

technique is to insert the watermarks in the spectral 

coefficients of the image. The most commonly used 

transforms are the Discrete Cosine Transform (DCT), Discrete 

Fourier Transform (DFT), and Discrete Wavelet Transform 

(DWT). The discrete wavelet transforms (DWT) and the 

discrete cosine transforms (DCT) are implemented very 

effectively in numerous digital images watermarking scheme. 

In this new era Singular Value Decomposition (SVD) is also 

implementing very effectively in the digital image 

watermarking scheme. Al-Haj [45] presented a combined 

DWT-DCT digital image watermarking algorithm. 

Watermarking is carried out through the embedding of the 

watermark in the first and second level DWT sub-bands of the 

host image sub-sequenced by the application of DCT on the 



  International Journal of Engineering Research                              (ISSN : 2319-6890) 

         Volume No.2, Issue No.3, pp : 193-199                                                      01 July 2013 

IJER@2013 Page 195 
 

selected DWT sub-bands. The most commonly used 

transforms are given below: 

 

1. Discrete Cosine Transform (DCT) 

       Discrete Cosine Transform is like as Discrete Fourier 

Transform. It is a technique for converting a signal into 

elementary frequency components [16]. The 2-dimentional 

DCT of given matrix gives the frequency coefficients in the 

form of another matrix. The left topmost corner of the matrix 

represents the lowest frequency coefficients while the right 

bottom most corner represents the highest frequency 

coefficients. Watermarking with DCT techniques are robust as 

compared to spatial domain techniques. Such algorithms are 

robust on image processing operation like low pass filtering, 

brightness and contrast adjustment, blurring etc. However they 

are weak against geometric attacks like rotation, scaling, 

cropping etc. Watermarking with DCT can be divided into 

Global DCT watermarking and Block based DCT 

watermarking. For Global DCT watermarking, the transform is 

applied to all part of the image, separating the spectral regions 

according to their energy. 

We list the algorithm steps purpose by V.M. Potdar, 

S.Han and E. Chang [17]: 

 Segment the image into non-overlapping blocks of 8 x 8. 

 Apply forward DCT to each of these blocks. 

 Apply some block selection criteria. 

 Apply coefficient selection criteria. 

 Embed watermark by modifying the selected coefficients. 

Apply inverse DCT transform on each block. The 

technique proposed by R. Mehul and R. Priti [15] provide the 

watermark is inserted in four different frequency ranges by 

selecting coefficients in zigzag order. This technique produced 

good results when attacks are applied but failed to achieve 

robustness to both compression and image processing tasks 

simultaneously when only one copy of watermark is inserted.         

      The technique proposed by J.R Hernandez, M. Amado and 

F.Perez Gonzalez [18] presents that if the watermark is 

inserted in perceptually most significant components, i.e., low 

frequencies; the technique tends to be robust to attack but it is 

difficult to hide the watermark. On the other hand, if the 

watermark is inserted in perceptually insignificant 

components, i.e., high frequencies; it is easier to hide the 

watermark but the technique is then less resistant to attacks.       

       The technique proposed by Y. Yang, X. Sun, H. Yang, 

and C.T. Li [19] present a DCT domain based removable 

visible watermarking algorithm that moderately succeeds in 

defeating illegal removal and resisting compression. They 

intended to protect the multimedia content and to ensure that 

the reconstructed images are high quality for authorized user, 

or else, of low-quality for unauthorized users by embedding 

the visible watermark. Their technique enabled preventing the 

embedded visible watermark from being illegally removed by 

unauthorized users without correct user keys as their proposed 

scheme. In conclusion, the watermarked image is generated by 

adaptive addition of the significant DCT coefficients of the 

pre-processed watermark and the corresponding host image. 

The watermarking system is somewhat robust against 

compression. They show the performance of their proposed 

technique the success of the introduced scheme in preventing 

the inserted watermark from illegal removal is illustrated 

through the results.      

The idea proposed by I.J.Cox, J.Kilian, F.T.Leighton and 

T.Shamoon [20] present the host image and the watermark 

communication channel and a signal to be transmitted, 

respectively. The perceptually important part of signal 

spectrum is spectrum with the watermark message. Gaussian 

noise like watermarks is employed to accomplish security. The 

watermarked image will be damaged if an attempt is made to 

destroy the watermark.       

           A method called Optional differential energy 

watermarking of DCT encoded images and video is proposed 

by Langelaar and Langendijk [21]. A block which composes 

of several 8x8 DCT blocks is inserted with a watermark bit by 

dividing the block into two parts. In order to produce an 

energy difference in the two parts of the same block, where the 

energy difference is determined by the watermark bit, the High 

frequency DCT coefficients in the compressed bit stream are 

selectively discarded. The number of 8x8 DCT blocks in a 

block, JPEG quantization, step size, and a minimal cut-off 

index for watermarking are the three parameters in this 

technique.       

          In this [16] techniques, they proposed technique that 

inserts the watermark into image and extracts the watermark 

from the watermarked image more efficiently by exploiting 

the zero-tree in the rearranged DCT coefficients. This 

technique is reasonable to apply in a real time system as it can 

directly extract the inserted watermark from the watermarked 

image devoid of the original image.      

          A robust digital image watermarking using hybrid 

DWT-DCT-SVD technique [22] is proposed by S.Murty and 

P.R.Kumar. They apply DCT to an image results in three 

frequency sub-bands: low-frequency, mid-frequency and high-

frequency sub-bands. They calculated the DCT coefficients for 

the transformed output image by using Equation 1. 

C 𝑢, 𝑣 =

𝛼 𝑢 𝛼 𝑣   𝑓 𝑥, 𝑦 𝑐𝑜𝑠  
(𝑧𝑥+1)𝑢𝜋

2𝑁
 𝑐𝑜𝑠  

(2𝑦+1)𝑣𝜋

2𝑁
 𝑁−1

𝑦=0
𝑁−1
𝑥=0   [1]  

for  𝑢, 𝑣 = 0,1,2…………𝑁 − 1 

Where 

𝛼 𝑢 =  
1

√2
, 𝑢 = 0

1, 𝑢 = 1,2,…… ,𝑁 − 1
     

𝛼 𝑣 =  

1

√2
, 𝑣 = 0

1, 𝑣 = 1,2,…… ,𝑁 − 1

  

        In the above equation, 𝑥 is the input image having N x M 

pixels, 𝑥(𝑚,𝑛) is the intensity of the pixel in row 𝑚 and 

column 𝑛 of the image, and 𝑦(𝑢, 𝑣) is the DCT coefficient in 

row 𝑢 and column 𝑣 of the DCT matrix. 

 

2. Discrete Wavelet Transform (DWT) 

       Discrete Wavelet Transform is a mathematical tool for 

hierarchically decomposing an image. It is currently used in a 

wide variety of signal processing applications, such as in audio 

and video compression, removal of noise in audio, and the 

simulation of wireless antenna distribution. Wavelet transform 

provides both frequency and spatial description of an image. 

The wavelet transform decompose the image in four channels 

(LL, HL, LH and HH) with the same bandwidth thus creating 
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a multi-resolution perspective. Due to this advantage the 

watermark can embed in any of the frequency bands and on 

inverse transform the watermark will be distributed throughout 

the low and high frequencies as well as in the spatial domain. 

DWT is used a lot for watermarking and copyright protection 

by Shang-Lin Hsieh et al [23] [24] and many other like them 

[25] [26].      

In DWT, the most prominent information in the signal 

appears in high amplitudes and the less prominent information 

appears in very low amplitudes. Data compression can be 

achieved by discarding these low amplitudes. When the DWT 

is applied to an image, the resolution is reduced by a 2
K
, where 

K is the number of timed the transform is applied.     

These algorithms are called the “wavelet based 

watermarking” [17]. The watermark is inserted by substituting 

the coefficients of the host image for the watermark data. This 

method improves mark robustness, but depends on the 

frequency.        

Digital watermarking in wavelet domain presented by 

Taskovski et al. [27]. They implemented two watermarks 

using binary marks in LL2 and HH2 respectively, resulting in 

a mark which is robust against manipulations like compression 

and weak against cropping and rescaling.     

G. Hai-ying et al [28] presented a watermark adapted to 

JPEG2000 using two algorithms to modify the wavelet 

coefficients of the LH2 band of the cover image, introducing 

only minimal differences between the watermarked image and 

the original.      

E.Ganic and A. M. Eskicioglu [30] proposed an algorithm 

that applies the SVD in all bands of the first level of DWT, 

making this a watermarking process in all frequencies. They 

also present the algorithm with greater robustness against 

cropping, Gaussian noise and compression. Initially, the DWT 

is applied to HL1or HH1. In selected band, HH2 or HL2 must 

be selected and divided into 4 x 4 blocks. Finally, SVD is 

applied to each block, and the watermark is embedded into the 

S matrix. 

 

3. Singular Value Decomposition (SVD) 

       Singular Value Decomposition (SVD) is a numeric 

analysis of linear algebra which is used in many applications 

in image processing. It is used to decompose a matrix with a 

little truncate error according to the equation below: 

                             𝐴 = 𝑈𝑆𝑉𝑇                                       [2] 

Where A is the original matrix, U and V is orthogonal 

matrices with dimensions M x M and N x N respectively, S is 

a diagonal matrix of the Eigen values of A and T indicates 

matrix transposition. R.Liu and T.Tan [11] did the 

decomposition of the cover image and added the watermark 

using a scale coefficient α to get the following equation: 

                         𝑆 +  𝛼𝑊 = 𝑈𝑊𝑆𝑊𝑉𝑊
𝑇                                  [3] 

Multiplying matrices U, V
T
 and SW result in the marked image 

AW:    

                               𝐴𝑊 = 𝑈𝑆𝑊𝑉
𝑇                                       [4] 

        This is possible due to the high stability of singular value 

of SVD. In another approach, the cover image is separated in 

blocks and the SVD applied to each block [46], in this case the 

dimension of watermark must be equal to the block size and a 

copy of the watermark is embedded in each block. This 

technique improves watermark robustness and resistance 

against many kinds of attacks. 

     Singular Value Decomposition technique is shown to be 

powerful methods for robust image watermarking [47], [48]. 

This can be attributed to the facts that: 

 Singular value (SV) of a digital image is stable. The SVs 

remain intact when disturbances are added to an image. 

 SVD preserves both one-way and non-symmetric 

properties, which are not obtainable using DCT or DFT 

transformations. 

 SVs are able to represent intrinsic algebraic properties of a 

digital image. 

 SVD can be performed on both square and rectangular 

matrices.      

       Chandra et al. [14] proposed a method based on the SVD 

of both the host image and visual watermark. The SVs of the 

watermark are multiplied by a scaling factor and added to the 

SVs of the host image. The attacks used are JPEG and low 

pass filter. However this method is non-blind in nature.        

        Sun et al. [12] proposed a method based on SVD 

watermarking scheme, wherein the D component with a 

diagonal matrix is explored for embedding. The basic 

mechanism used is the quantization of the largest component 

with a fixed constant integer, called quantization coefficient. A 

trade-off can be achieved between transparency and robustness 

by varying the quantization coefficient. However, this method 

is failed in extracting the watermark with zero error rates. 

        Chin-Chen Chang et al. [13] proposed a watermarking 

scheme based on the SVD domain. U matrix of SVD is used 

for the watermark embedding. The absolute difference 

between the two rows of U matrix is used for the watermark 

embedding. They explored the positive relationships between 

the rows of U and V matrices that are preserved after JPEG 

compression also.          

        Chung et al. [49] proposed two notes on the SVD based 

watermarking algorithm. From their method, if the watermark 

is embedded in the columns of U matrix and rows of V
T
, the 

perceptibility of the host image is improved. However, their 

method is not robust to many attacks since watermark 

embedding is in U and V
T
 matrices.    

        Singular values represent the algebraic properties of an 

image [50]. Singular values possess the algebraic and 

geometric invariance to some extent. The properties of the 

singular values are reviewed as follows. 

 Property 1 (SVD): If𝐴 ∈ 𝑅𝑚𝑥𝑛 , then there exist orthogonal 

matrices 𝑈 = [𝑢1 ,… ,𝑢𝑚 ] ∈ 𝑅𝑚𝑥𝑛 and 𝑉 =  𝑣1 ,… , 𝑣𝑛  ∈
𝑅𝑚𝑥𝑛 Such that𝑈𝑇𝐴𝑉 = 𝑑𝑖𝑎𝑔(𝜎1,… ,𝜎𝑝). Where,𝑝 =

min 𝑚,𝑛 ,𝜎1 ≥ 𝜎2 ≥ ⋯𝜎𝑝 ≥ 0. 𝜎𝑖 , 𝑖 = 1,2,…𝑝 are the 

singular values of A. The singular values are the square 

roots of the eigen values 𝜆𝑖  of 𝐴𝐴𝐻  or𝐴𝐻𝐴, that is 𝜎𝑖 = √𝜆𝑖  
 Property 2 (The Stability of SV): The stability of singular 

value indicates that, when there is a little disturbance with 

A, the variation of its singular value is not greater than 2-

norm of disturbance matrix. 2-norm is equal to the largest 

singular value of the matrix. 

 Property 3 (The Scaling Property): If the singular values of 

𝐴𝑚𝑥𝑛  are𝜎1 ,𝜎2,… ,𝜎𝑘 , the singular values of 𝛼 ∗ 𝐴𝑚𝑥𝑛  

are𝜎1
∗,𝜎2

∗,…  𝜎𝑘
∗, then 𝛼  𝜎1,𝜎2,…𝜎𝑘 = (𝜎1

∗,𝜎2
∗,…  𝜎𝑘

∗)                 

[5] 
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 Property 4 (The Rotation invariant Property): If P is a 

unitary and rotating matrix, the singular values of PA 

(rotated matrix) are the same as those of A. 

 Property 5 (The Translation invariance property): The 

original image A and its rows or columns interchanged 

image have the same singular values. 

 Property 6 (The Transposition invariance 

property):If𝐴𝐴𝑇𝑢 = 𝜆2𝑢 then, 

𝐴𝑇𝐴𝑉 = 𝜆2𝑣,                                                                [6]       

so that A and 𝐴𝑇  have same singular values. 

The above mentioned properties of SVD are very much 

desirable in image watermarking. When the watermarked 

image undergoes attacks like rotation, scaling and noise 

addition, the watermark can be retrieved effectively from the 

attacked watermarked image due to the above said properties 

III. APPLICATIONS OF DIGITAL IMAGE 

WATERMARKING 

         In this section we present the review of some common 

applications before discussing watermarking algorithms. 

1) Broadcasting Monitoring: This type of monitoring is used to 

confirm the content that is supposed to be transmitted [51], 

[52] and [17]. As an example, commercial advertisements 

could be monitored through their watermarks to confirm 

timing and count. 

2) Owner Identification: The conventional form of intellectual 

ownership verification is a visual mark. But, nowadays, this is 

easily overcome by the use of software that modifies images. 

An example is images with a copyright registration symbol © 

which have this mark removed by specialized software. In this 

case invisible watermarks are used in order to overcome the 

problem. 

3) Fingerprinting: A watermarked object contains information 

about the owner permissions. Several fingerprints can be 

hosted in the same image since the object could belong to 

several users [52], [17]. 

4) Publication Monitoring and Copy Control: The watermark 

contains owner data and specifies the corresponding amount of 

copies allowed. This presupposes hardware and software able 

to update the watermark at every use [52]. It also allows copy 

tracking of unauthorized distribution since owner data is 

recorded in the watermark. 

5) Image and Content Authentication: In an image 

authentication application the intent is to detect modifications 

to the data. The characteristics of the image, such as its edges, 

are inserted and compared with the current images for 

differences. A solution to this problem could be borrowed 

from cryptography, where digital signature has been studied as 

a message authentication method. Digital signature essentially 

represents some kind of summery of the content. If any part of 

the content is modified, its summery, the signature, will 

change making it possible to detect that some kind of 

tampering has taken place. One example of digital signature 

technology being used for image authentication is the 

trustworthy digital camera [53]. 

6) Temper Detection: Fragile watermarks are used for tamper 

detection. If the watermark is destroyed or degraded, it 

indicates presence of tampering and hence digital content 

cannot be trusted [54]. 

7) Medical Application: Name of the patients can be printed 

on the X-ray reports and MRI scans using techniques of 

visible watermarking. The medical reports play a very 

important role in the treatment offered to the patient. If there is 

a mix up in the reports of two patients this could lead to a 

disaster [55]. 

8) Copyright Protection: Watermarking is essentially applied 

for copyright protection. The aim is to evade other parties 

from claiming the copyright by embedding the information 

that identifies the copyright owner of the digital media. The 

application must make certain that embedded watermark 

cannot be eliminated without causing a noteworthy 

deformation in digital media though maintaining a high level 

of robustness. It is important to consider further necessities in 

addition to robustness. For instance, the watermark must ably 

determine rightful ownership if other parties embed additional 

watermarks and also explicit by nature. When a new work is 

produced, copyright information can be inserted as a 

watermark. In case of dispute of ownership, this watermark 

can provide evidence. 

9) Content Description: This watermark can contain some 

detailed information of the host image such as labeling and 

captioning. For this kind of application, capacity of watermark 

should be relatively large and there is no strict requirement of 

robustness. 

10) Convert Communication: The embedded signal is 

employed in the transmission of secret information from one 

person (or computer) to another, devoid of anyone along the 

way becoming aware that this information is being transmitted 

[59]. It includes exchange of messages secretly inserted within 

images. In this case, the main requirement is that hidden data 

should not raise any suspicion that a secret message is being 

communicated. 

11) Signatures: The content owner is recognized by the 

watermark. It is possible that this might be exploited by a 

potential user to get hold of legal rights to copy or publish the 

content from the contact owner. 

 

IV. ATTACKS ON WATERMARKING 

      The transmission media can cause some loss in the signal 

implying in a damaged content. These attacks may be 

intentional or accidental [52]. Intentional attacks use all 

available resources to destroy or modify the watermark making 

it impossible to extract it, the methods usually used are: signal 

processing techniques, cryptanalysis, steganalysis. On the other 

hand, accidental attacks are inevitable, because every image 

processing or transmission noise may introduce distortions. 

Besides these types, there are other types of attacks called 

estimation based on attacks. In estimation based attacks, 

estimates of either the watermark data or the original object can 

be obtained using stochastic methods. Testimation based 

attacks can be classified as removal, protocol, or 

desynchronization depending on the way the estimate is used 

[57]. 

1) Removal and Interference Attacks: Removal attacks intend 

to remove the watermark data from the watermarked object. 

Such attacks exploit the fact that the watermark is usually an 

additive noise signal present in the host signal. Moreover, 
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interference attacks are those which an additional noise to the 

watermarked object. Lossy compression, quantization, 

collusion, denoising, remodulation, averaging and noise storm 

are some examples of this category of attacks. The collusion 

attack occurs when a number of authorized recipients of the 

multimedia object come together to generate an un-

watermarked object by averaging all the different watermarked 

objects. 

2) Geometric Attacks: Geometric attacks are specific to images 

and videos. Geometric attacks do not actually remove the 

watermark, but manipulate the watermarked object in such a 

way that the detector cannot find the watermark data. This type 

of attack includes affine transforms such as rotation, 

translation, and scaling. Warping, line/column removal and 

cropping are also included in this family of attacks. Another 

example of geometric attack is the mosaic attack. In this mosaic 

attack, the watermark image is divided into several parts and 

rearranged using proper HTML code, constructing watermark 

image in which the watermark detector will fail to provide 

desired results. Local pixel jittering is an efficient spatial 

domain geometric attack. 

3) Cryptographic Attacks:  The above two types of attacks, 

removal and geometric, do not breach the security of the 

watermarking algorithm. On the other hand, cryptographic 

attacks deal with the cracking of the security. For example, 

finding the secrete watermarking key using exhaustive brute 

force method is a cryptographic attack. Another example of this 

type of attack is the oracle attack [55]. In the oracle attack, a 

non-watermarked object is created when a public watermark 

detector device is available. These attacks are similar to the 

attacks used in cryptography. 

4) Protocol Attacks: The protocol attacks exploit the loopholes 

in the watermarking concept. One example of such attack is the 

IBM attack [58]. The IBM attack is also known as the deadlock 

attack, inversion attack, or fake-original attack. This attack 

embeds one or several additional watermarks such that it is 

unclear which the watermark of the original owner was. 

Watermarking of an already watermarked image is called re-

watermarking. In some inversion attacks, a fake original object 

is created that produces the same results through the detector as 

that of the real original object.  

      Hartung et al. [59] also classified these attacks in classes: 

5) Simple Attacks: These attacks change the data of the cover 

image without attempting to target the watermark location. 

Example: Noise addition, cropping, conversion to analog and 

wavelet-based compression.  

6) Disabling Attacks: The goal of these attacks is to attempt to 

break the correlation between the watermark and the cover 

image, making extraction impossible. Example: Geometric 

distortions, rotation, cropping and insertion of pixels. 

7) Ambiguity Attacks: These attacks confuse the receptor by 

embedding a fake watermark, making it impossible to discover 

which the original embedded mark in the cover image was. 

8) Removal Attacks: In this type of attack a study of the 

watermark is carried out, estimating the watermark content 

and attempting to separate it from the host image. Example: 

Certain non-linear filter operations and attacks tailored to a 

specific watermark algorithm.       
 
    

V. CONCLUSION 

      In this paper, we have reviewed some recent algorithms, 

proposed a classification based on their intrinsic features, 

inserting methods and extraction forms. Many watermarking 

algorithms are reviewed in the literatures which show 

advantages in systems using wavelet transforms with SVD. 

These marks are robust against several different attacks. In this 

paper we also have presented a review of the significant 

techniques in existence for watermarking those which are 

employed in copyright protection. Along with these, an 

introduction to digital watermarking, properties of 

watermarking and its applications have been presented.  

    In future works, the use of coding and cryptography 

watermarks will be approached. There is a large amount of 

literature on these topics showing that the robustness 

increments can be gained through the addition of coding 

techniques. 
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