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Abstract— Cloud computing has grabbed the spotlight in the 

year 2013 at a conference in San Francisco, with vendors 

providing plenty of products and services that equip IT with 

controls to bring order to cloud chaos. Cloud computing 

trend is increasing rapidly so to make cloud computing more 

popular the very first step for the organization is to identify 

exact area where the cloud related threats lie. At an unusual 

pace, cloud computing has transformed business and 

government. And this created new security challenges. The 

development of the cloud service model provide business –

supporting technology in a more efficient way than ever 

before .the shift from server to service based technology 

brought a drastic change in computing technology. However 

these developments have created new security vulnerabilities, 

including security issues whose full impressions are still 

rising. This paper presents an overview and study of cloud 

computing, with several security threats, security issues, 

currently used cloud technologies and security solutions.  
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I.   In tr odu c ti on  

Cloud computing is set of resources that are being allocated on 

demand. Cloud computing proposes new ways to provide 

services. These new innovative, technical and pricing 

opportunities bring changes in the way business operated. 

Cloud computing is the matchless computing technology. 

Cloud computing is a new label to an old idea. Cloud 

computing is a collection of resources and serviced provided 

by cloud service provider through internet. Cloud services are 

distributed from data canters sited all over the world. Cloud 

computing makes possible for its users to use the virtual 

resources via internet as per requirements. Cloud computing 

grabbed the spotlight in few years. General example of cloud 

services are Google Engine, Oracle Cloud, Office 365. As the 

cloud computing is growing rapidly this also leads to severe 

security concerns. Lack of security is the only barrier in wide 

adoption of cloud computing. The rapid growth of cloud 

computing has brought many security challenges for users and 

providers. 

 

II. Cloud S erv ice M o d els  

Cloud Software-as-a-Service: Software –as-a-Service is a 

software distribution scheme which gives right to access the 

software and its functions remotely as a web-based service. 

Software-as-a-Serv ice permits organizations to get into 

business functionality a very low cost normally less than 

paying for licensed applications in view of the fact that SaaS 

charges are built on a monthly fee. As so the software is 

hosted remotely users do not require to pay for additional 

hardware. Software-as-a-Serv ice eliminates the all 

possibilit ies for organizat ions to handle the installation, set-up, 

daily preservation and maintenance. Cloud Platform-as-a-

Service: the capability provided to the users to deploy onto the 

cloud infrastructure. PaaS model, cloud suppliers brings a 

computing platform, naturally comprising Operat ing System, 

Programming Language execution environment, database and 

wed servers. Application developers can develop and run their 

software results on cloud platform with no cost and difficulty of 

acquiring and handling of the main hardware and software 

films, for examples Oracle cloud platform-as-a-service, Oracle 

provides the Database as platform. And other example is 

windows azure. In other means Platform-as-a-Serv ice is the 

facility to offer to the users to deploy user-designed or obtained 

applications on the cloud infrastructure. PaaS can largely be 

characterized as application development environments 

proposed as a „Service‟ via the cloud supplier. Users uses these 

platforms which is being normally have Integrated 

Development Environment (IDE), so as it comprises the editor, 

compiler, build/execute and deploy features to develop their 

applications. And users deploy their applications on the 

infrastructure provided by the cloud supplier.  

 

Cloud Infrastructure-as-a-Service: The cloud infrastructure 

such as hardware, servers, routers, storage, and other 

networking modules all are granted by the IaaS supplier. The 

end user takes on these offered services based on their 

requirements and pay for what they have used. The end user is 

capable of deploy and run any software, which comprise 

Operation Systems, applications. The end user does not 

supervise or monitor the core cloud infrastructure, but has hold 

over the operation systems and deployed application.  At this 

juncture the end user needs to experience the resource 

requirements for the precise application to make use of IaaS 

properly. Flexib ility and scaling are the liabilit ies of the end 

user, not the supplier. Moreover IaaS is small task performing -

it-yourself informat ion hub so as you would require to form the 

means (server, storage) and make the task completed. Waiting 

right away, small end users did not have the investment to 

make a purchase of immense computing resources and to make 

sure that they had the space they wanted to manage unpredicted 

spikes during load. Amazon Elastic Compute Cloud (Amazon 

EC2) is an infrastructure –as-a-Service model that facilitates 

scalable compute volume, on demand, in the cloud. It actually 

allows end users to leverage Amazon‟s huge infrastructure with 

no up-front investments. Amazon EC2 decreases the clock 

needed to get hold of and boot latest server instances and 

permit users to immediately scale space – equally up and down 

as their computing needs vary. 

 

III. Cloud  Deplo y m en t M o d els  

Public Cloud-A cloud is to be entitled as public cloud when the 

services (like applicat ions, storage) are being provided over 

network that are available publically, anyone can access it. 
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Public cloud‟s benefits may be taken as on a pay per usage 

mode or other purchasing schemes . 

 

Private Cloud – A private cloud is an infrastructure that 

provides the services to a single organization, whether 

managed by internally or by a third party. Cloud which is 

hosted externally is termed as “externally hosted” private 

cloud and other hosted by third party are termed as “on 

premise” private cloud.  

 

Community Cloud-It comprises sharing of computing 

infrastructure between organizations of identical community.  

 

Hybrid Cloud-A hybrid cloud is a collection of private as well 

as public cloud options.) That remains unique entities but is 

bound together by standardized or proprietary technology. 

 

I V.  Clo ud Co mp ut ing  T ech no lo gies  

1. Microsoft Cloud Technologies 

Microsoft is a foremost provider of cloud technologies and 

applications with results that matches with all type of business 

needs. It provides all type of services whether it is PaaS, IaaS 

or SaaS. If we talk about Infrastructure-as-a-Service Microsoft 

provides the windows server and system canter. And in case of 

Platform-as-a-Service it provide Windows Azure, with this 

you can easily build, host and scale applications in Microsoft 

Datacenter without up-front expenses just pay for what you 

use. Other PaaS services are SQLSERVER and VISUAL 

STUDIO. On the other way office365, share-point servers, 

dynamic CRM and exchange server are the Software-as-a-

Services provided by Microsoft. With this we can say that 

Microsoft Cloud services are the complete package for your 

business. 

 

2. Oracle Cloud Technologies  

Oracle also provides the complete enterprise read public cloud 

solution including IaaS, PaaS and SaaS. With this you only 

need to concentrate on your business without worrying about 

IT management .oracle offers the following services  

Database, it is available Database-as-a-Service along with 

accessing the Database in the Cloud directly through standard 

network connections, or as a Platform as a Service, with a 

complete development and deployment environment. You can 

avail its services as a single schema based service, or a virtual 

machine with a fully configured, running Oracle Database 

instance. To use oracle cloud database you just need to create 

an account with a valid email id and login with the provided 

credentials, you can enjoy this service for free for 30 days trial 

after that you can choose their given plans as per your need. 

Oracle java cloud service as this service it gives you the 

application development and infrastructure and management 

tools ,you can develop J2EE standards JSP, JSF, Serv let, EJB, 

JPA,JAX –RS and JAX-WS applicat ions .You can run popular 

frameworks like Spring , Hibernate and develop in your 

choice of cloud –enabled IDE such as Oracle JDeveloper, 

Eclipse and NetBeans . And last but not the least Web Logic 

Server as an application server.  

Oracle mobile cloud –It is a simple enterprise mobile 

connectivity, it provides you easily named interfaces ,mobile 

APIs and build mobile apps for your enterprise systems. 

Mobile cloud provides you may more facilities such as mobile 

Apps, Notifications (email, SMS, voice) and data sync. 

Oracle cloud document and oracle cloud storage –It provide 

you an easy and controlled cloud based file sharing and 

collaboration solution strong security. And oracle cloud storage 

facility offer you a reliable and secure data storage platform for 

storing and accessing data from any place connected to internet. 

Provide the features like backup, sharing, saving and 

distributing data between application and users without any 

difficulty. 

Oracle cloud messaging-Oracle cloud messaging service 

enables infrastructure that make a communicat ion link between 

software components with the facility of sending and receiving 

messages through single messaging API and create an active 

mechanize business workflow atmosphere. 

Oracle cloud compute –with the help of oracle cloud compute 

we get the leverage infrastructure which provides us elastic 

compute capacity to address increasing business needs   

 

3. Google Cloud Technologies 

Google cloud also provides the services such as Software-as-a-

Service, Platform-as-a-Service and Infrastructure-as-a-Service. 

Google cloud enables developers to build, test and deploy 

applications on Google‟s highly scalable and secure 

infrastructure. As we know that Google has already provided 

infrastructure that allows Google to return billions of search 

results in milliseconds, provide storage for about 425 million 

Gmail users and serve 6 billion hours of YouTube video per 

month. Google has the ability to build, organize and operate a 

huge network of servers and fiber-optic cables .All this in  

aggregate makes Google the King of all cloud.  

Google Apps Engine-with Apps Engine you can run your 

applications on a fully managed Platform-as-a-Serv ice using 

built-In services. Here you can write applications in some of the 

most popular programming languages such as java, PHP and 

Python. 

Compute Engine- with compute engine you can run large –

scale workload on virtual machine hosted o Google‟s 

infrastructure .what you need is just choose a VM that fulfil 

your needs and take advantage of  Google‟s performant, 

scalable, highly reliable and secure worldwide fiber network.  

Cloud SQL-cloud SQL prov ides you the fully managed, 

relational My-SQL database to store and manage data. Google 

deal with the replication, patch management and database 

management to ensure availability and performance. My-SQL 

database deployed in the cloud without any difficu lty. 

 

Google BigQuery- it is the tool which provides the facility to 

analyze big data in cloud. It executes large datasets in seconds 

and it is very easy and scalable, BigQuery gives you real t ime 

clear cut picture about your data. 

 

Google Pred iction API- if you want to predict future trends 

using historical data use Goggle‟s machine learning algorithms 

to analyze data and predict upcoming results. You can Route 

messages, detect spam and recommend products for users with 

the help of Prediction API. Pred iction API can be integrated 

with Apps Engine and the API is available with full libraries for 

several popular languages such as Python, .Net and JavaScript. 

So there are many more services provided by Google cloud 

such as you can build online games and mobile apps on Google 

cloud platform. It also provides the storage space to store your 

data and share with others and many more facilit ies. There are 

some companies which are using Google cloud storage to meet 

their needs such as DNAnexus and Ubisoft. 
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V.  Clo ud Co mp uting S ecurit y Th rea ts  

Cloud computing faces as much security threats as that are 

existing in the networks, intranets .these threats come in 

various forms. Cloud computing alliance did research in 2013 

on cloud computing security threats and identified these 

threats. 

 Traffic Hijacking 

 Insecure Interface and APIs. 

 Denial of Serv ice. 

 Malicious Insiders. 

 Abuse of Cloud Services. 

 Insufficient Due Diligence. 

 Shared Technology Vulnerab ilit ies  

 Data Breaches  

 Unknown Risk Profile  

 Perimeter Security Model Broken 

  

VI. Cloud Security Issues 

While cost and ease of use are the two main strong benefits of 

the cloud computing, there are some major alarming issues 

that need to be referenced when allowing moving critical 

application and sensitive data to public and shared cloud 

environment. The main aspect describing the achievement of 

any new computing technology is the height of security it 

provides whether the data located in the cloud is protected at 

that level that it can avoid any sort of security issue. So we 

must say that Security and privacy are the key challenges  in 

the cloud computing. Here are some security issues, we have 

presented in this paper. 

 Data confidentiality issue: Confidentiality is a set of 

rules or an agreement that bounds access or location restriction 

on certain types of information so in cloud data reside 

publically so Confidentiality refers to, customer‟s data and 

computation task are to be kept confidential from both cloud 

provider and other customers who is using the service. We 

must make sure that user‟s private or confidential informat ion 

should not be accessed by anyone in the cloud computing 

system, including application, p latform, CPU and physical 

memory. It is clear that user‟s confidential data is disclosed to 

service provider on the following situation only.  

 Situation 1.The first situation where user‟s 

informat ion may be disclosed when service provider knows 

where the user‟s private information resides in the cloud 

systems. 

 Situation 2. The second situation where user‟s 

informat ion may be disclosed when service provider has the 

authority to access and gather user‟s private information in the 

cloud systems. 

 Situation 3.The third situation where user‟s 

informat ion may be disclosed when service provider can 

figure out the meaning of user‟s informat ion in the cloud 

systems. 

These are the following situation due to, service provider can 

collect or get access user‟s information or data, if the service 

provider must know the place of the data in the cloud 

computing and have the authority to access users data. As we 

know that the current cloud computing consists of three layers 

Software layer, Platfo rm layer, Infrastructure layer. Software 

layer provider the user interface for the user to use the services 

running on the cloud infrastructure. The platform layer provides 

the platform such as operation environment for software to run 

with the help of provided system resources. And the 

infrastructure layer provides the hardware resources for 

computing, storage and network. Although as the each service 

provider has its own software, platform and infrastructure layer 

with this when user uses the cloud application provided by 

service provider, it is mandatory for the user to use the platform 

as well as infrastructure provided by the service provider and 

therefore service provider is aware of, where the user‟s data is 

placed and the full accessibility to the data. 

 Data availability issue – when keeping data at remote 

location which is owned by others, data owner may face the 

problem of system failu re of the service provider. And if cloud 

stops working, data will not be available as the data depends on 

single service provider. Threats to data availability are flooding 

attacks causes deny of service and Direct /Indirect (DOS)  

attack. Cloud computing is to provide on-demand service of 

different levels. If a certain service is no longer available or the 

quality of service cannot meet the Service Level Agreement 

(SLA), customers may lose faith in the cloud system.  

 Data integrity issue –as the word itself explains the 

“completeness” and “wholeness” of the data which is the basic 

and central needs of the information technology, As we know 

that integrity of data is important in the database equally 

integrity of data storage is important and necessary requirement 

in the cloud, it is the key factor that shaken the performance of 

the cloud. The data integrity proofs the validity, consistency 

and regularity of the data. It is the perfect method of writ ing of 

the data in a secure way the persistent data storage which can 

be reclaim or retrieved in the same layout as it was stored later. 

Therefore cloud storage is becoming popular for the 

outsourcing of day-to-day management of data   .So integrity 

monitoring of the data in the cloud is also very important to 

escape all possibilit ies of data corruption and data crash. The 

cloud provider should provide surety to the user that integrity 

of their data is maintained in the cloud. 

 

Fig: Basic security traits 
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 Data security issue-when we talk about data storage 

in the cloud computing or on premise applicat ion deployment 

model, the sensitive data of every enterprise continues to 

reside within the enterprise boundary and is focus to its 

physical, logical and personnel security and access control 

guidelines. Though in Software-as-a-Serv ice model or public 

cloud the enterprise data is stored outside the enterprise 

boundary, by the CSP. So as a result, the CSP must agree to 

implement additional security checks to ensure data security 

and need to prevent breaches because of security 

vulnerabilities in the application or through malicious 

employees. These all above concern issues require to use a 

strong encryption techniques for the protection of the data 

because the some traditional encryption which have been used 

since, are not as powerful as we need. The data protection 

needs to be implemented in order to secure data from the 

following uncertainties. 

 

 Trust issue- trust in the both conventional IT business 

and cloud computing need to be earned. Trust is also a major 

issue in cloud computing. Trust revolve around „assurance 

„and confidence that people, data, objects, informat ion will 

perform or behave in projected way. Trust can be in between, 

human to human, machine to machine, human to machine or 

machine to human. Therefore in cloud computing when any 

user store their data on cloud storage, they must have trust to 

the cloud provider so that they don‟t scare to put their data on 

cloud, likewise we use Gmail server, yahoo server because we 

trust our provider. As we know that cloud is becoming 

popular, many people are using cloud but still people have 

some doubt in their confidential mind that their data might not 

be safe in the cloud like they don‟t put their account no, 

passport copy and  other confidential information they might 

think that their information may be stolen or misused. 

Therefore cloud provider must have to come forward to tackle 

with the trust issue and build trust with the users so that more 

and more people will be able to take advantage of cloud 

computing without having any doubt. 

 

 Data locality issue- in the data storage model of cloud 

computing environment the user the applications provided by 

the service provider and process their data but in this scenario 

the user does not have any knowledge about where their data 

is being stored, in many situations this can be a legal issue. 

 

VII. Solution for Security Issues in Cloud Computing 

 Scrutinize Support: when users store their data in the 

provided cloud they don‟t have the information where the data 

is stored. Therefore cloud service provider must provide audit 

tools to the users to examine regulate how there is stored, 

protected, used and verify policy implementation. But 

Scrutinizing of illegal activ ities is a difficult task because data 

for mult iple users may be collocated. To solve this problems 

audit tools must be contractually committed with proof. 

 Recovery facility: cloud provider must provide safe 

and helpful recovery facility, so in any situation if data is 

fragmented or lost because of any reason, data can be recovered 

so that continuity of data can be managed. 

 Back up facility: natural disaster may harm or damage 

physical devices that may be the reason of data loss. Therefore 

to avoid this problem vendor must provide the backup of 

informat ion, this facility gives a key assurance of service 

provided by service providers.  

 Encryption algorithm: we that cloud service provider 

encrypt user‟s data using a strong encryption technique but in 

some circumstances encryption accidents can make data 

completely useless and on the other side encryption also 

complicates the availability of data. To solve this challenging 

problem cloud provider must provide proof that encryption 

technique were design and properly tested by knowledgeable 

and experience authority. 

 Better Enterprise Infrastructure: Enterprise must have 

infrastructure which facilitates installation and configuration of 

hardware components such as firewalls, routers, servers, proxy  

servers and software such as operating system, thin clients, etc. 

Also should have infrastructure which prevents from cyber-

attacks. 

 

VIII. Conclusion 

Cloud computing is the cost, time and performance effective 

technology. Of course the usage of cloud computing will surely 

will increase more in next few years. In this paper we have 

discussed and surveyed basic of cloud computing and security 

issues in the cloud computing. Some security issues are the key 

concern in the cloud computing. Especially privacy and 

integrity of data are the key concern security issues. In the 

cloud as data is stored publically and we really don‟t know 

where the data is being stored, we don‟t know the exact 

location of the data, due to this data stored in the cloud has a 

higher risk of being accessed by un- theorized person during 

storage as well as transmission. 
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