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Abstract— These days, cloud computing is producinglarge 
volume of repository area and enormous parallel computing 
at adequate cost. Extreme volum e of data is being reserved 
in the cloud since the cloud computing is becoming more 
popular. In spite of, the aggressive rise of growing amount 
of the data has erected mo re number of novel challenges. In 
this task, the issue w ith integrity auditing and the secure 
deduplication exist on cloud data is studied. Especially, the 
target is on gaining both the data integrity and de-
duplication which is existing in cloud, two secure systems is 
designed called Se cCloud and SecCloud+. The SecCloud 
will offer an audit ing stuff with the alimentation of a Map 
Reduce cloud that aid the clients in order to provoke the 
data tags before they are being uploaded as well as to audit 
the integrity of data that is being reserved in cloud. 

Key Words:Cloud Computing, Secure Dedu 

plication,Data Integrity. 
 

I. INTRODUCTION 
 

Cloud storage is an exemplary of web firm rep ository where 

data is physically stored which are hosted by third parties. 

Cloud storage grants clients with benefits of red uced cost and 

comfort of mobility and extensible service. Cloud storage 

system has been extensively accepted. The server is able to free 

users from huge load of repository ma agement and 

alimentation. 

Even though cloud storage system has bee n extensively 

accepted, it fails to hold some important dev eloping needs such 

as the capability of auditing integrity of cloud files by cloud 

users and encountering duplicated files by cloud servers. We 

illustrate both problems below. 

The first problem is integrity auditing. The c loud server is 

able to free users from the huge burden of storag e management 

and alimentation. The ultimate difference of cloud storage from 

classical in-house storage is that the data is transmitted via 

Internet and saved in an ambiguous domain, not under the 

authority of the users at all, which necessarily increases users 

huge interest on the integrity of their data. Thes e interest arise 

from the fact that the cloud storage is liable to s ecurity 

threatsfrom both outside and inside of the cloud [1], and the 

uncontrolled cloud servers may calmly bury some data loss 

matter from the users to maintain their prestige. 

 

The second problem is secure deduplication. The brisk 

acceptance of cloud services is escorted by raising amount of 

data stored at distant cloud serve rs. Among these distant 

reserved files, most of them are d uplicated: according to a 

recent survey by EMC[2], 75% o f recent digital data is 

duplicated copies.Regrettably, this action of deduplication would 

lead to a number of challenges probably affecting the storage 

system[2][3], for example, a server telling a client that it (i.e., the 

client) does not need to send the file admits that some other client 

has the exact same file, which could be sensitive sometimes. These 

attacks a rise from the reason that the proof that the client owns a 

give n file (or block of data) is purely based on a static, short value 

(in most cases the hash of the file)[3]. 

 

The main aim of this paper is ac hieving data integrity and 

secure deduplication in cloud, we propose two secure systems 

namely SecCloud and SecCloud+. 

 

SecCloud offers an auditing entit y with a alimentation of a 

MapReduce cloud, which helps us ers to generate data tags before 

uploading as well as audit th e integrity of data having been 

reserved in cloud. This scheme fixes the problem of earlier task that 

the computational l oad at client or auditor is too bulky for tag 

generation. For com pleteness of fine-grained, the functionality of 

auditing designe d in SecCoud is sustained on both block level and 

sector level .SecCoud also facilitate secure deduplication. The 

“security” examined in SecCoud is the avoidance of leakage of side 

cha nnel information. In order to avoid the leakage of such side 

channel information, we pursue the tradition of [3][2] and dessign a 

proof of ownership protocol between user and cloud servers, which 

allows clients to prove to cloud servers that they ex actly own the 

target data. 

 

Inspired by the fact that clients al ways want to encrypt their 

data before uploading, for reasons varying from personal security to 

corporate policy, we propose a key server into SecCloud as with [4] 

and implement the SecCloud+ schema. Besides aiding integrity 

auditing and secure deduplication, SecCloud+ enables the 

assurance of file confidentiality. Especially, thanks to the property 

of deterministic encryption in convergent encryption, we introduce 

a method of directlyauditing integrity on encrypted data. The threat 

of dedupli-cation on encrypted is the avoidance of dictionary attack 

[4]. As with [4], we make a changes on convergent encryption such 

that the convergent key of file is generated and controlled by a 

secret “seed”, such that any attacker could not directly acquire the 

convergent key from the content of file and the dictionary attack is 

avoided. 

 

II. MATERIAL AND METHODOLOGY 
 

Convergent Encryption 
Convergent encryption [22][23][21] administers data privacy in 

deduplication. The client (or data owner) extracts a convergent key 

from the data content and encrypts the data copy with the 
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convergent key. Additionally, the client extracts a tag for the 

data copy, such that the tag will be used to encounter duplicates. 

Here, we assume that the tag correctness property [22] 

influences, i.e., if two data copies are similar, then their tags are 

similar. Accordingly, a convergent encryption scheme can be 

described with four primitive notions: 

 

• KeyGen(F) : The key generation algorithm holds a file 

content F as input and outputs the convergent key ckF of  

F; 

• Encrypt(ckF, F) : The encryption algorithm holds the 

convergent key ckF and file content F as input and outputs 

the ciphertextctF;  

 

• Decrypt(ckF, ctF) : The decryption algorithm holds the 

convergent key ckF and ciphertextctF as input and outputs 

the plain file F;  

• TagGen(F) : The tag generation algorithm holds a file 

content F as input and outputs the tag tagF of F. In this 

paper we grant TagGen( ) to develop the (same) tag from 

the corresponding ciphertext as with [22][18].  

 

SECCLOUD 
 

In this section, we illustrate our designed SecCloud system. 

Especially, we start with the system model of Sec-Cloud as well 

as proposing the design goals for SecCloud. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

A. System Model 

 

Aiming at granting auditable and deduplicated storage, we 

design the SecCloud system. In the SecCloud system, we have 

three entities: 

 

• Cloud Clients have huge data files to be reserved and 

depend on the cloud for data alimentation and evaluation. 

They can be either individual user or commercial 

management;  

• Cloud Servers virtualize the assets according to the needs 

of users and disclose them as reserved pools. Generally 

the cloud users may purchase or hire storage space from 

cloud servers, and store their individual data in these 

owned or hired slot for future usage; 

• Auditor which helps users upload and audit their out-

sourced data provides a MapReduce cloud and acts like a 

certificate authority. This expectation assumes that the 

auditor is linked with a pair of public and private keys. Its 

public key is made accessible to the other entities in the 

system.  

 

The SecCloud system aiding file-level deduplication includes the 

following three protocols respectively represented by red, blue and 

green in Fig. 1. 

 

1) File Uploading Protocol: This protocol aims at grantingusers 

to upload files via the auditor. Especially, the file uploading 

protocol includes three phases:  

 

• Phase 1 (cloud client cloud server): user performs theduplicate 

check with the cloud server to certify if such a file is reserved 

in cloud storage or not before uploading a file. If there is a 

duplicate, another protocol called Proof of Ownership will be 

acting between the user and the cloud storage server. 

Otherwise, the following protocols (including phase 2 and 

phase 3) act between these two entities.  

 

• Phase 2 (cloud client auditor): user uploads files to theauditor, 

and gets aacknowlegment from auditor.  

 

• Phase 3 (auditor cloud server): auditor helps to developa set of 

tags for the uploading file, and send them along with this file 

to cloud server.  

 

2) Integrity Auditing Protocol: It is a collective protocolfor 

integrity authentication and allowed to be started by any entity 

except the cloud server. In this protocol, the cloud server acts as 

prover, while the auditor or user works as the verifier. This protocol 

includes two phases:  

• Phase 1 (cloud client/auditor ^ cloud server): verifier(i.e., client 

or auditor) develops a set of threats and sends them to the 

prover (i.e., cloud server).  

 

• Phase 2 (cloud server ^ cloud client/auditor): based onthe 

reserved files and file tags, prover (i.e., cloud server) tries to 

prove that it exactly holds the target file by sending the proof 

back to verifier (i.e., cloud client or auditor).  

 

At the end of this protocol, verifier outputs true if the integrity 

verification is passed.  

3) Proof of Ownership Protocol: It is a collective protocolstarted 

at the cloud server for verifying that the user exactly holds a 

claimed file. This protocol is generally produced along with file 

uploading protocol to avoid the leakage of side channel 

information. Contradiction to integrity auditing protocol, in POW 

the cloud server works as verifier, while the user acts a prover. This 

protocol also includes two phases  

 

• Phase 1 (cloud server client): cloud server developsa set of 

threats and sends them to the user. 

• Phase 2 (client  cloud server): the user replys with the 

proof for file ownership, and cloud server finally  
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verifies the validity of proof. 

Our main intentions are outlined as follows. 

• Integrity Auditing. The first proposed goal of this task is 

to provide the facility of verifying correctness of the 

casually reserved data. The integrity verification further 

requires two features: 1) public verification, which al-

lows anyone, not just the users originally stored the file, 

to perform verification; 2) stateless verification, which is 

able to exclude the requirement for state information 

alimentation at the verifier side between the actions of 

auditing and data storage.  

• Secure Deduplication. The second proposed goal of this 

task is secure deduplication. In other words, it needs that 

the cloud server is able to decrease the reserve space by 

having only one copy of the same file. Note  

hat, regarding to secure deduplication, our goal is 

distinguished from earlier task [3] in that we designed a 

approach for granting both deduplication over files and 

tags. 

 

• Cost-Effective. The evaluation overhead for granting 

integrity auditing and secure deduplication should not 

produce a major extra cost to classical cloud storage, nor 

should they alter the way either uploading or 

downloading operation.  

 

B. SecCloud Details  

In this subsection, we define the three proto cols including  

file uploading protocol, integrity auditing proto col and proof of 

ownership protocol in SecCloud. Before our complete 

discussion, we initially propose the system s etup phase of 

SecCloud, which startss the public and private parameters of the 

system. 

• System Setup. The auditor working as an authority picks 

arandom integer a GRZp as well as ran dom elements 

g,u1,u2,.. .ut GRG, where t specifies the maximumnumber 

of sectors in a file block. The secret key sk is set to be a 

and kept secret, while the public key pk = (g
a
,{ui}

tt
=1) is 

published to other entities. 

 

1) File Uploading Protocol: Based on the public andprivate 

parameters developed in system setup, e then define the file 

uploading protocol. Suppose the uploading file F has s blocks: 

B1,B2, . . . , Bs, and each block Bi for i = 1,2,... ,s contains t 

sectors: Bi1,Bi2,..., Bit. Let n be the number of slave nodes in the 

MapReduce cloud. 

 

 

 

 

 

 

 

 

 

 

Fig. 2. Phase 1 in File Uploading Protocol 

 

As discussed previously, the file uploading protocol has three 

phases. In the first phase shown in Fig. 2, the user runs the 

deduplication test by sending hash value of th e file Hash(F) to the 

cloud server. If there is a duplicate, t he cloud user performs Proof 

of Ownership protocol with th e cloud server which will be 

discussed later. If it is passed, the client is authorized to access this 

reserved file without uploading the file. 

 

Otherwise (in the second phase), the cloud u ser uploads a file F 

as well as its identity ID^ to the distributed file system in 

MapReduce auditing cloud, and simultaneously sends an “upload” 

request to the master node in MapRe duce, w hich 

 

randomly picks {αi}
n

i=1 such that ∑
n
i=1ai = aand assigns the ith 

slave node with ai. When each slave node (say the ith salve 

 

node) receives the assignment ai, it does two steps: 1) Pick up (IDj-

, F) in the distributed file system in MapReduce, and 

 

build a Merkle hash tree on the blocks {Bj}
s
=1 of F. 2) Let hroot 

denote the hash of the root node of Merkle hash tree built on F. 

 

This slave node uses ai to sign hroot by computing Ti= hfiot. Finally, 

the signature ri is sent to the the slave node which is 

 

specified by master node for executing the reducing procedure. 

The specified slave node for reducing procedure collects all 

the  signatures  {Ti}
r
n=1   from  the  other  slav 

e nodes,  and 

computesT = π™  =1Ti. The “reduced” signatur e T is finally 

sent back to user as acknowledgmen t of the reserved file F. In the 

third phase, the MapReduce auditing cloud initiates to upload the 

file F to cloud server. To allow public auditing, the master node 

generates file tags of F. Especially, master node initially writes and 

organizes all the sectors of F in a matrix (we say S), and computes a 

homographic signature for each row of the matrix S (highlighted 

red i n Fig. 3). Note that the taggeneration procedure also follows 

the computing paradigm with MapReduce. That is, for the ith (i = 1, 

2, . . . , s ) row of S, the j th (j = 1, 2, . . . ,n) slave node computes 
σ
ij 

= [Hash(IDϝ||B i) π 
t
k = 1. Accordingly, all the signatures [aij}

n
=1 are 

then multiplied into the homomorphic signature ai=
r
n=1ai j at a 

fixed decreasing slave n ode. The homomorphicsignature allows us 

to in future aggregate t he signatures 

signed  on  the  sectors  in  the  sa me  column  of S  using 

multiplication.  Finally,  the  master  node  

uploads (ID,  F, 

[ai }
s
i =1) to cloud server.  

3) 

Integrity Auditing Protocol : In the integrity 

auditing 

protocol, either the MapReduce auditing cloud or the user works as 

the verifier. Thus, without loss of generality, in the rest of the 

explanation of this protocol, we use verifier to identify the user or 

MapReduce auditing cloud. The auditing protocol is implemened in 

a threat-re sponse model. Especially, the verifier randomly picks a 

set of block identifiers (say IF ) of F and asks the cloud server 

(working as prover) to response theblocks corresponding to the 
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identifiers in IF . In order to have randomness in each time of 

threat, even for the same IF , we propose a random coefficient 

for each block in threat. That is, for each identifier i eIF, the 

coefficientci for the block identified by i is computed as ci= f 

(tm || IDF || i), where f (■) is a pseudorandom function and tm is 

the current time period. Finally, C = [(i,ci)}i e l F is sent to cloud 

server for that, a Merkle hash tree has been constructed o n F by 

the MapReduce auditing cloud in file uploading to de velop an 

acknowlegment on F for future auditing. In the auditing 

protocol, the cloud server needs to build the sameMerk le hash 

tree on F and gets reply based on the built Merkle tree. Without 

loss of generality, we denote Path(Bi) as the set of nodes from 

the leaf node identified by Bi to the root node of Merkle tree, 

and Sibl(Bi) is the set of sibling nodes of each node in Path(Bi). 

Then, for each i eIF, the cloud server computes a pair 

(Hash(Bi), Qi), where Hash(Bi) is t he hash value of the i-th 

block of F and Qi=Sibl(Bi)\ ^jeiF Path(Bj) includes the 

necessary auxiliary information for rebuilding the root 

nodeusing [Bi}ielF .For example, suppose the Merkle hash tree 

has been built and the threat blocks IF= [2,5} (i.e., challenge 

B2,B5). The hashes of B2 and B5 are as the proof for 

retrievability on block-level. It is worth to notice that, although 

the node labeled by x is a sibling of node in Path (B2), it should 

not be included in Q2. This is because the node x also belongs to 

Path(B5) and can be re-built using Hash(B5) and Q5. The benefit 

of eliminating the nodes in o ther threat blocks paths is that, it 

allows us to rebuilt only a sing le version of root node of the 

Merkle hash tree for auditing all the threat blocks. 

Cloud server sends (g, [Fj}j=1, [(H ash(Bi), Qi)}ielF) as proof 

back to verifier for proving the existence of file F. The verifier 

makes the following two types of verifications: 

• Block-Level Auditing. In the block-level verification, the 

verifier rebuilts the root node (say R) of Merkle hash tree 

using [(Hash(Bi), Qi)}iel F , and then checks the validity of 

the published signatures. Especially, the verifier verifies 

the signature by checking e(g,T) = e(Hash(R), g
a
). 

Sector-Level Auditing. Recal l that to develop the tags of 

file F, we have evaluated the accumulated sector 

signatures ai in terms of row, and to develop the proof of 

the existence of file F, we have evaluated the (coefficient 

affected) sectors Fi in terms of column. For sector-level 

auditing, our aim is to rebuilt accumulated signature on 

the (coefficient affected) matrix S respectively in terms of 

row and column, and check the 

 

equality of both rebuilt. Appreciated by this, the equality 

to be checked is 
ase(

p
,
g

)
 = 

e(n
ieiF

[Hash(ID
F \\

B
f)

Cin
„ 

 

= 1u
u
k
k
 } , g 

a
 ) where the left part is computed 

followingrow while the right part follows a column 

computation. 

 

3 ) Proof of Ownership Protocol: The POW protocol aimsat 

granting secure deduplication at cloud server. Especially, in 

deduplication, the user claims that he/she has a file F and wants 

to store it at the cloud server, where F is an existing file having 

been reserved on the server. The cloud server asks for the proof 

of the ownership of F to avoid user unauthentication or malicious 

access to an unowned file through making cheating claim. In 

SecCloud, the PoW protocol is alike to [3] and the details are 

discussed as follows. 

 

Suppose the cloud server wants to ask for the ownership proof 

for file F. It randomly picks a set of block identifiers, say IFC {1,2 , 

. . . , s } where s is the number of blocks in F, forthreats. Upon 

receiving the threats set IF, the user first computes a short value and 

builds a Merkle tree. Notice that only sibling-paths of all the leaves 

with threaten identifiers are returned back to the cloud server, who 

can easily verify the correctness by only using the root of the 

Merkle tree. If it is passed, the client is authenticated to access this 

reserved file. 

 

SECCLOUD+ 
 

We specify that our designed SecCloud system has achieved 

both integrity auditing and file deduplication. However, it cannot 

avoid the cloud servers from knowing the content of files having 

been reserved. In other words, the functionalities of integrity 

auditing and secure deduplication are only appointed on plain files. 

In this section, we implement SecCloud+, which allows for 

integrity auditing and deduplication on encrypted files. 

A. System Model 

 

Distinguished with SecCloud, our designed SecCloud+ consists 

an extra trusted entity, namely key server, which is responsible for 

assigning users with private key (according to the file content) for 

encrypting files. This architecture is in line with the recent work 

[4]. But our work is contrasted with the earlier work [4] by granting 

integrity auditing on encrypted data. 

 

SecCloud+ follows the earlier three protocols (i.e., the file 

uploading protocol, the integrity auditing protocol and the proof of 

ownership protocol) as with SecCloud. The only distinguish is the 

file uploading protocol in SecCloud+ consists an extra phase for 

communication between cloud user and key server. That is, the user 

needs to communicate with the key server to get the convergent key 

for encrypting the uploading file before the phase 2 in SecCloud. 

 

Distinct from SecCloud, another design target of file 

confidentiality is desired in SecCloud+ as follows. 

 

• File Confidentiality. The design goal of file confi-dentiality 

needs to avoid the cloud servers from accessing the content of files. 

Especially, we need that the target of file confidentiality requires to 

be rebellious to “dictionary attack”. That is, even the attacker hav e 

pre-knowledge of the “dictionary” which includes al l the possible 

files, they still cannot reclaim the target file [4]. 

 

B. SecCloud+ Details 

 

We propose the system setup phase of SecCloud+ as 

follows.•System Setup. As with SecCloud, the auditor initiates the 

 

public key pk = ( g
a
, {ui}

t
i=1) and private key sk = a, where g , 
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u1, u2, . . . ,utGR G. In addition, to preserve 

 

the confidentiality of files, firstly, the key server picks a 

random key k s for further developing file encryption 

keys, and each user is assigned with a secret key ck for 

enclosing file encryption keys. 

 

Based on the declared parameters, we then respectively 

describe the three protocols involved in SecCloud+. 

1 ) File Uploading Protocol: Suppose the uploading file F 

has s blocks, say B1, B2, . . . 

, B s , and each block Bi  for i 

= 1 , 2  . .  , 

s containst sectors, say Bi 1, Bi 2, . . . , Bit. 

User computes hF= Hash(F) by itself. In addition, for 

each sector Bij of F where i = 1,2 , . . . , s and j =1,2 . . , t 

, 

User computes its hash hBij=Hash(Bj). 

Finally ( h p , { hB i j}i=1,..,s,j= 1,...,t) is sent to key server for 

developing the convergent keys for F. 

Upon getting the hashes, the key server computes s s kF= 

f ( k s , h p ) and s s k j ^ 

j = 

f ( k s , h B i j ) fori  

= 1 , . . . , s and j 

=  1 , . . .  , t 

, 

where k 

s 

is the convergent key seed kept at 

the 

key  server, and  f  ( ■ ) is  a pseudorandom function.  It is 

worthwhile notice that, 1) We take advantage of the idea of 

convergent encryption [21][22][23] to make the deterministic 

and “content identified” encryption, in which each “content” 

(file or sector) is encrypted using the session key acquired from 

itself. In this way, different “contents” woul d result in 

distinguish ciphertexts, and deduplication works. 2) Convergent 

encryption suffers from dictionary attack, which allows the 

attackers to reclaim the whole content with a number of 

guesses. To avoid such attack, as with [4], a “seed” (i.e., 

convergent key seed) is used for managing and developing all 

the convergent keys to prevent the fact that attackers could 

guess or acquire the convergent key just from the content itself. 

3) We develop convergent keys on sector-level (i.e., develop 

convergent keys for each sector in file F ), to enable integrity 

auditing. Especially, since convergent encryption is 

deterministic, it allows to evaluate homomorphic signatures on 

(convergent) encrypted data as with on plain data, and thus the 

sector-level integrity auditing is protected. 

 

User then continues to encrypt F sector by sector and uploads 

the ciphertext to auditor. Especially, for each sector 

 

B i j of F,i = 1,2 , . . . , s and j = 1,2 , . . . , t , user 

computesctBij=E n c ( s s k B . . , B i j ), and sends (IDF, {ctBij 

}i=1,..,s,j=1,..,t) to auditor, where Enc(-) is the symmetric 

encryption 

 

algorithm. The convergent keys s s k j are encapsulated by users 

private key c k and directly reserved at the cloud servers. 

 

The auditor does almost the same thing as that in Sec-Coud. 

Initially, he computes the hash of ciphertext{ c tB i j} and sends it to 

the cloud storage server for duplicate check. If there is a duplicate 

reserved in the cloud server, the auditor performs a PoW and the 

details are discussed in the Proof of Ownership protocol. If it is 

passed, the client is authorized to access this reserved file. 

(Actually, the auditor can perform the duplicate check at local by 

storing the hash of each file that user uploaded. In this way, no 

encryption operation is needed if there is duplicate.) Otherwise, 

upon geting (IDF, {ctBij}i=i,..,sj=i,..,t), the auditor takes advantage 

of MapReducecloud to construct Merkle hash tree on encrypted 

blocks [ctB1, 

c t B 2 . , c t B s   

] where ctBi= [ c t Bi 1c t Bi t ]  and i = 

1 , 2 , . . . , s  

and compute  T=  hftoot. Notice  that, unlike the 

description of SecCloud, the notation hroot is abused to denote the 

root hash of Merkle tree built on encrypted blocks. Then T is 

returned to user as receipt of the storage of file F. In addition, all 

the sector ciphertexts are written in a matrix (but the plain sector Bij 

is replaced by its corresponding ciphertextctBij), and the auditor 

computesai = [Hash(IDF||i) nj=1uT
%j

]“with MapReduce cloud for 

each i = 1,2 , . . . , s . Lastly, the auditor uploads (IDF, 

{ctBij}i=i,..,s,j=i,...,t, Wi}s=1) to the cloud servers. 

 

2 ) Integrity Auditing Protocol: The integrity auditingprotocol 

works in the same way of that in SecCloud, but charged on 

encrypted data. Especially, the verifier (could be either the client or 

the auditor) submits a set of pairs {(i, ci)}i el F 

where IFQ {1,2 , . . . ,  s } and c GR  Z. Upon getting {(i, c 

) } ieiB, the cloud servers then evaluates U j = J f i e ^  c i c t B i j 

for  each  j =  1,2, . . . , t , as well as the accumulated 

homomorphic signature 

p = 

n
i e 

I aft. In addition, the cloud 

server builds a Merkle hash tree on encrypted blocks c tB i of F and 

try to prove retrievability at block-level. Literally, for each i G I F , 

the cloud server computes a pair (Hash(c tBi) , Q i ) , 

 

wherec tB i= [ c tB i 1, . . . , c tB i t] and Qi includes the necessary 

auxiliary information for rebuilding the root node 

 

using{ c t Bi } ieiB . Lastly ( p , { u j }j=i, {(Hash(c t Bi), ^ i) } ieiB ) 

is sent to verifier for auditing. 

 

The verifier makes two-level auditing: 1) On the block level, the 

verifier reconstructs the root node of Merkle tree 

using {(Hash(c t Bi), Q .i) }i e l F and verifies e ( g , T ) =e ( Hash( R 

) , g 
a
 ) . 2) On the sector level, the verifier checks 

e ( p , g )  = e ( n ieiF[Hash(IDFl l i ) C int=iuti ] , g a ). 

3 ) Proof of Ownership Protocol: Suppose a user claimsthat 

he/she has a file F and wants to store it at the cloud server, where F 

is an existing file having been reserved on the server. The user 

requires to show the proof that he owns the same file at local. The 

client achieve the proof of ownership in a similar way as [3] based 

on the encrypted file. If it is passed, a pointer will be given to the 

user for the access to the same file reserved in the cloud server. 
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III. RESULT ANALYSIS 
 

In this section, we will implement a thorough 

experimental interpretation of our proposed schemes. We frame 

our test bed by using 64-bit t2.Micro Linux servers in Amazon 

EC2 platform as the auditing server and storage server. In order 

to obtain A = 80 bit security, the prime order p of the bilinear 

group G and GT are respectively chosen as 160 and 512 bits in 

length. We also set the block size as 4 KB and each block 

includes 25 sectors. 

 

 
Fig. 3. Tag Generation 

 

Fig. 3 shows the time cost of slave node in MapReduce 

for generating file tags. It is clear the time cost of slave node is 

increasing with the size of file. This is because the more blocks 

in file, the more homomorphic signatures are required to be 

computed by slave node for file uploading. We also need to 

consider that there does not exist much computational load 

difference between common slave nodes and the reducer. In 

comparison with the common slave nodes, reducer involves in a 

number of multiplications, which is lightweight operation. It is 

worthwhile noticing that, the procedure of tag generation (the 

phase 2 and 3 in file uploadingprotocol) could be managed in 

preprocessing, and it is not compulsory for the user to wait until 

uploading file. 

 
Fig. 4. Number of Challenging Blocks with Fixed Confidence 

 

Before analyzing the time cost of file auditing, we need to 

primarily make analysis and identify the number of threaten 

blocks (i.e., \IF|) in our integrity auditing protocol. According to 

[5], if p fraction of the file is corrupted, through asking the 

proof of a constant m blocks of this file, the verifier can detect the 

misbehavior with probability a = 1 - (1 - p )
m
. To capture the spirit 

of probabilistic auditing, we set the probability confidence a = 

70%, 85% and 99%, and draw the relationships between p and m in 

Fig. 6. It demonstrates that if we want to achieve low (i.e., 70%), 

medium (i.e., 85%) and high (i.e., 99%) confidence of detecting any 

minor fraction of corruption, we have to respectively ask for 

130,190 and 460 blocks for threat. 

Now, we come back to evaluate the time cost of file auditing in Fig. 

5, which shows the time cost of auditing for detecting the 

misbehavior of cloud storage respectively with 70%, 85% and 99% 

confidence. Apparently, as the growth of the number of blocks for 

threat (to guarantee higher confidence), the time cost for response 

from cloud storage server is raising. This isbecause it requires to 

evaluate all the exponentiations for each threat block as well as the 

coefficient for each column of S . Comparably, the time cost at 

auditor grows with the number of threat blocks as well. But 

correlated with cloud reserve, the rate is lightly low, because 

auditor only required to accumulate the homomorphic signature of 

the threat blocks. 

 
Fig. 5. File Auditing 

 

 

IV. CONCLUSION 
Our paper aims at both data integrity and deduplication in 

cloud, we designed SecCloud and SecCloud+. SecCloud 

provides an auditing entity with alimentation of a MapReduce 

cloud, which helps users develop data tags before uploading as 

well as audit the integrity of data having been reserved in cloud. 

In addition, SecCoud enables secure deduplication through a 

Proof of Ownership protocol and avoiding the leakage of side 

channel information in data deduplication. Compared with 

earlier task, the evaluation by client in SecCloud is greatly 

decreased during the file uploading and auditing phases. 

SecCloud+ is an advanced construction motivated by the fact 

that customers always want to encrypt their data before 

uploading, and allows for integrity auditing and secure 

deduplication directly on encrypted data. 
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