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Abstract:  Electrical power theft is a major problem in power 

system network in developing countries like India, which is 

illegal and should be strictly prohibited. Power theft can be 

defined as the usage of the electrical power without any 

contract with the supplier. Thievery is a non-insignificant 

bad behavior and meanwhile, it direct affected the economy 

of a nation. Power robbery a social wickedness, so it must be 

totally wiped out. Power utilization and misfortunes must be 

intently checked with the goal that the produced influence is 

used in a most effective way. The purpose of this paper is to 

propose a system, which keeps the unlawful utilization of 

intensity. The point of this paper is to propose a framework, 

which keeps the unlawful utilization of power. So as to 

dispense with power robbery, the area of intensity burglary 

is to be known so suitable move will be made on the lawful 

guilty parties. The circuit comprises of Arduino, GSM, LCD, 

ESP module and Current Sensor. Meters cannot be utilized 

for high flows so current detecting is finished by current 

sensor. Sensor is connected at the supply side and current 

value is fixed on the program. Using IOT, this system has 

been implemented and if there are, any variations occurred 

in current values it identifies and sends the message and 

location of theft through GSM and GPS. 

Keywords : Arduino, GSM, LCD, ESP 

Introduction 

Nowadays in the society usage of electricity in illegal 

manner become a popular technique to every human being. 

The only criteria of every consumer are to get free energy 

without paying any extra bills to the electricity department, 

about Rs.3000 crores of money are wasted per year in India 

due to power theft. Using of power in an illegal way is non-

ignorable crime in any ware in the world. We should have to 

know about the quantity of fossil fuels on the earth surface is 

limited, so we have to use them efficiently and limitedly to 

leave some of them for future generation survival. With the 

use of electricity in unauthorized way may leads to high 

transmission losses results loss of economy to government. 

So, in this paper a power theft detection system is proposed to 

identify the burglary which is made by the most well-known 

method for doing the robbery and that is, by using excess 

power beyond the limit of meter. Now of mechanical 

improvement, the issue of unlawful use of power can be 

settled electronically with no human control alongside that 

meters are associated with the web utilizing IOT idea. In this 

paper the proposed method is efficient in working compared 

to others. In this method IOT technology is used to detect 

frauds committed by the consumers with continuous 

monitoring of consumption of power in mobiles. If the 

consumer committed any fraud activity the location of power 

theft is to be known so that appropriate action will be taken on 

the legal offenders. 

I. Existing Systems 

In the system proposed by R.Sowndarya, Dr.P.Latha, 

Artificial intelligence Technique is used to identify the 

persons who are going to commit fraud. In this system ETD 

(Electrical Theft Detection) algorithm and smart energy 

meters used, one meter is placed at the distribution side and 

one meter is placed at each and Every House So it can detect 

the NTL in the particular area by taking the difference 

between these two-meter readings. The problems with this 

system is little bit complex and identification of the location 

of power theft is difficult. 

In the system proposed by AnshuSinghal, 

AnupriyaTomar, Neha Kumari, S HenaKauser, Mrs. Savitha. 

In this system of the location of power theft is also found. 

This system consists of a camera and IR sensor to detect theft 

of power. It works when the IR sensor tripped or when a 

person approaches the electric pole. The camera used to 

capture the pictures of the person who committed fraud 

activity. The problem with this system is by using the IR 

sensor it gives faulty results in sometimes, it trips for any heat 

signal and it is not possible to place the camera at every 

electric pole. 

In the system proposed by N Kunan, Poornima BK 

real time power transfer data is stored in an online database, 

which can be viewed by logging in the website. The detection 

of power theft is by finding the difference of power 

transferred and power consumed. The Problem with this 

system is the location of the theft is not determined. 

In the framework proposed by R Giridhar 

Balakrishna, P Yogananda Reddy, the IOT innovation is 

utilized to identify the burglary of power. In this framework, 

two CT's are utilized to gauge current at when the vitality and 

contrast those present qualities all together with distinguishing 

burglary happens or not. In the event that the burglary 

happened, it sends SMS to the approved individual through 

the GSM module. The downside of this framework is 

controlled burglary recognition isn't ongoing and furthermore, 

the area of robbery isn't resolved 

III. PROPOSED SYSTEM 

A. Description of System: 



                 International Journal of Engineering Research                                                ISSN:2319-6890 (online), 2347-5013(print) 

                Volume No.8, Issue Special 1, pp : 023-026                                                                      13 & 14 March 2019 

 

NC’e-TIDES @ 2019 Page 24 

 

Our proposed system claims to detect power theft in real time, 

along with the location of theft. A program is stored in the 

NodeMCU module and It compares the current value given by 

the current sensor with the current value given in the program 

and blynk application is used to monitor the continuous power 

supply along the line. Fig.1 infers the block diagram of the 

proposed system and the connections of the hardware 

components are inferred in fig.2. 

 

Fig. 1: Block diagram of Power theft detection by using IOT. 

An Integrated GPS and GSM module is used to send the 

message and to identify the address of theft location. 

B. Working: 

 

Fig.2: Power Theft detection kit 

In this system Arduinocontroller (ESP8266) 

compares the current values in the program and current 

sensor. If the two values are equal it identifies as power theft 

is not occurred otherwise power theft is occurred and then it 

sends message through GSM as “THEFT OCCURRED, 

PLEASE GO AND CHECK LOCATION “and address of 

location through GPS module. Then authorized person take 

action against the persons who committed fraud activity. 

C. Components: 

 ESP8266 NodeMCU Wi-Fi Module 

 Integrated GSM & GPS Module 

 Current Sensor 

 Blynk Application 

 Load 

1. ESP8266 NodeMCU Wi-Fi Module: 

NodeMCU is an open source LUA based firmware produced 

for ESP8266 Wi-Fi chip. By investigating usefulness with 

ESP8266 chip, NodeMCU firmware accompanies ESP8266 

Development board/pack for example NodeMCU 

Development board.  

 

2. Integrated GSM & GPS Module: 

SIM808 Module is a complete Quad-Band GSM/GPRS 

module, which combines GPS technology for satellite 

navigation. The smaller plan, which coordinated GPRS and 

GPS in a SMT bundle, will altogether spare both time and 

expenses for clients to create GPS empowered applications.  

3. Current Sensor: 

Current sensor is a gadget, which distinguishes and 

changes over current to get a yield voltage, which is 

specifically relative to the current in the structured way. At the 

point when current is going through the circuit, a voltage 

drops over the way where the current is streaming.  

4. Blynk Application: 

• Blynk is a Platform with IOS and Android applications to 

control Arduino, Raspberry Pi and the preferences over the 

Internet. 

• It's an advanced dashboard where you can fabricate a 

realistic interface for your task by basically relocating 

gadgets.  

• Blynk isn't attached to some particular board or shield. 

Rather, it's supporting equipment of your decision. 

Notwithstanding whether your Arduino or Raspberry Pi is 

associated with the Internet over Wi-Fi, Ethernet or this 

new ESP8266 chip, Blynk will set you up on the web and 

for the Internet of Your Things  

5. Load: 

 Devices that are connected to the power systems are 

referred to as electrical loads Refrigerators, washing 

machine and so on are considered electrical loads. 

 There are three types of electrical loads: 

 Resistive load 

  Inductive load 

  Capacitive load 
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IV. OUTPUT: 

 The output of this system can be monitor through 

mobile, it displays the current and power values continuously. 

when theft detected it displays “theft detected” message on the 

one of two LCD’s. and also, we get location address of the 

theft occurrence place through GSM and GPS to mobile. 

 

Fig. 3: Output in blynk app before occurrence of theft 

From fig.3 we can infer that the output of the system 

before occurrence of theft, it displays the current and power 

values of the line 

 

Fig. 4: Output in blynk app after occurrence of theft 

 From fig.4 we can infer that the output of the system 

after occurrence of theft, it displays a message that “Theft 

Detected” on one of the two LCD’s. 

 

Fig. 5: Output in mobile after occurrence of theft 

From fig.5 we can infer that the message sent to the 

mobile after occurrence of theft, it sends the address of 

location and by clicking on that link we can get directions of 

location. 

ADVANTAGES: 

 Security is automated.  

  Economy of country is saved.  

  Alert can be generated through GSM even in the 

case of failure of internet.  

 Power theft location can be identifying through GPS 

  Does not affect the power transfer capability of line.  

DISADVANTAGES: 

• Installation cost is very high 

• Complexity increases as load increases   

CONCLUSION: 

. Even though there are many methods to detect 

electricity theft but they are insufficient to detect exact 

location of theft therefore it causes lot of revenue loss to the 

system. IOT technology in power theft detection brings 

enormous changes in the country’s economy and makes 

utilization of energy in efficient manner. This system can be 

further improved to monitor all the places on one screen i.e., 

many to one connection is possible with future technology. 
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