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Abstract:  Increasing requirement of facts protection in 

computer networks led to the growth of many cryptographic 

algorithms therefore to transfer statistics securely over a 

transmission hyperlink is significantly important in lots of 

programs. The demand for safety will rise, if the 

confidentiality of the records is of very high value. Security 

could be very critical to avoid the unauthorized reveal or 

alteration of the facts. Due to the enormously good 

exchange in technologies nowadays, some of multimedia 

statistics is being created and transmitted, leaving our very 

own information vulnerable to be edited, changed and 

duplicated. Digital files are therefore being confronted 

through numerous threats as they may be very clean to 

duplicate and distribute. Cryptography is an art of 

anonymous writing, which validates records and significant 

messages in addition to protects the systems from valid 

assaults. One of the best existing safety algorithms to 

provide facts security is Advanced Encryption Standard 

(AES). It incorporates of encryption and decryption system 

every related to a key which is supposed to be saved secret. 

In this paper the software program Xilinx ISE 13.1 task 

navigator is used for the persistence of synthesis and 

simulation of AES algorithm. 
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I.Introduction 

Cryptography permits human beings to hold over the self 

assurance observed inside the bodily international to the 

digital international. The implication of cryptography is 

constantly growing due to the fact the quantity of touchy data 

being sent over an open surroundings is also growing daily. 

The better information this is sent in pc readable shape, the 

more inclined we become to computerized spying. 

Cryptography isn't only vital in protection packages such as 

E-commerce, E-mail and so on. To reap the necessities for 

secrecy, integrity and nonreproduction of swapped records, 

transmission of undisclosed statistics over the verbal exchange 

channel have highlighted the necessity for immediate and 

cozy virtual communication networks. To Transmit the 

information over the unsafe channel the method which we use 

is known as cryptography and It also helps us to shop draped 

information or transmit it throughout dangerous networks so 

that any 0.33 character cannot read it. For the cause of 

security and safety of statistics AES set of rules were 

designed. In the year 2001,the AES turned into published by 

means of National Institute of Standards and Technology 

(NIST). Later Rijndael set of rules become designated as AES 

algorithm. Rijndael set of rules has key length of 128, 192 and 

256 bits and block length of 128 bit. There are so many 

structure suggestions for AES Rijndael algorithm, but lots of 

them are poor in terms of area and velocity. On October 2nd 

2000, NIST has introduced that the Rijndael Algorithm is the 

first-class in numerous parameters as security, complete 

performance, productivity, put into effect ability & flexibility. 

The Rijndael algorithm converted into developed via Joan 

Daemen and Vincent Rijmen therefore the call is given as 

‘Rijndael’. AES encryption is an effective scheme for both 

hardware and software program implementation. In those 

paper the simulation and synthesis of AES is being achieved 

on Xilinx ISE 13.1 project navigator. 

II.Existing Aes Algorithm 

In cryptography the Advanced Encryption Standard (AES) is 

a symmetric-key encryption fashionable surveyed by means of 

the USA government. AES is the primary publicly available 

and open cipher approved through the NSA for top mystery 

data.The AES Algorithm is a symmetric-key cipher, wherein 

each the sender and the receiver use a single key for 

encryption as well as for decryption. The period of 

information blocks is constant to be 128 bits, while the length 

can be 128, 192, or 256 bits. AES set of rules is likewise an 

iterative algorithm. Each iteration can be referred to as a 

spherical, and the full range of rounds is 10,12, or 14, and key 

length is 128,192, or 256, respectively. The 128 bit facts block 

is separated into 16 bytes. These bytes are mapped to a 4x4 

array called the State, and all the internal actions of the AES 

algorithm are accomplished on the state. In addition to 

Encrypting the information, the AES algorithm, a symmetric 

block cipher can encrypt. Encryption interprets information in 

a secure form called cipher-textual. The encryption of the 

cipher-textual content then converts the statistics back into 

their authentic form, which is understood as plain text. In 

addition to Encrypting the information, the AES algorithm, a 

symmetric block cipher can encrypt. Encryption interprets 

information in a secure form called cipher-textual. 

In addition to Encrypting the information, the AES algorithm, 

a symmetric block cipher can encrypt. Encryption interprets 

information in a secure form called cipher-textual. The 

encryption of the cipher-textual content then converts the 

statistics back into their authentic form, which is understood 

as plain text. 

There are four different operations in block cipher Rijindael 

algorithm. They are 

    1. Inverse Sub Bytes 

    2. Inverse Shift Rows 

    3. Inverse Mix Columns 

    4.Add Round Key. 
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Fig.1. Algorithm for AES decryption 

A. Inverse Sub Byte: 

The first conversion used on the encryption site is sub-bytes. 

In order to exchange an byte, the byte must be represented as 

two hexadecimal digits. The main objective of the exchange 

step is to reduce the byte-level correlation in between the 

input bits and the output bits. The bit scrambling part of the 

replacement step  confirms that the replacement can not be 

described as an evaluation function. 

B. Inverse Shift Row Transformation: 

The Shift Row transformation consists of four basic steps: (I) 

Keeping the first row of the state array unchanged (ii) Shifting 

the second row circularly from one byte to the left (iii) 

Shifting the third row circularly from two bytes to the left (iv) 

Shifting the last row circularly from three bytes to the left. 

The input block is not written in a row-wise column. 

 

C. Inverse Mix Column: 

The four bytes of each state column are united in the 

Inverse Mix Columns step with an invertible linear 

transformation. The Inverse Mix Columns function takes four 

bytes as input and outputs four bytes, where all four output 

bytes are exaggerated by each input. In conjunction with 

ShiftRows, MixColumns delivers cipher diffusion. 

The transformation of the Inverse mix column substitutes each 

column byte with a function of all bytes in the same column. 

Each byte in a column is substituted more precisely by two 

times that byte, plus three times the next byte, plus the next 

byte, plus the next byte. 

 

The sub-key is united with the state in the Add Round Key 

step. Each round has its own round key derived from the 128-

bit encryption key. A sub-key is derived from the main key 

for each round. The sub key is added by combining each byte 

of the state with the corresponding sub key byte using XOR as 

a bit. 

III Proposed Work 

The proposed architecture is designed to achieve extreme 

speed and reduced area by mapping all four AES logical 

functions to LUTs, ROMs and Block RAMs. Three parts of 

the proposed architecture. They are 

 1. Key module of generation  

2. Module of encryption 

3. Decoding Module. 

 

Fig.  :AES Encryption and Decryption Unit Block Diagram 

The AES core unit for encryption and decryption contains a 

same unit for key generation module. This module provides 

both encryption and decryption key expansion. Fig.3 presents 

the AES Rijndael encryption and decryption block diagram as 

a same unit with the key generation module. 

1.key Generation Module: 

 The key generation module consists of 128-bit key register, 

S-Box and XOR gates. Operation with XOR bitwise. When 

enabled, it is designed to implement round keys on every 

positive clock edge. The key generation architecture does not 

need any hardware for shift operation, however, in the 
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proposed work, and the port mapping between the key register 

and the S-Box are carried out according to the essential shift. 

The anticipated work therefore provides the advantage in the 

area. Also in the work proposed, the bits are rearranged from 

register to S - Box on the data path and the required round 

constant for each round is stored in ROM and retrieved on 

each clock. Figure 4 represents the proposed key generation 

unit architecture2. 

2. Decryption Module 

The decryption unit also uses the same approach for the whole

 architecture and takes 20 clock cycles to decrypt the chip bac

k to the original text. The reverse S -

 Box architecture uses the same S - Box designThe LUT entry 

is changed according to the transformation of the Inverse Sub 

Byte. The operation of the mix column is carried out using 

256X8 ROM. Four of these ROMs are designed to multiply 9, 

11, 13 and 14 Galois. Operation with4-input XOR is designed 

by 16x1 ROM. The decryption module architecture is the 

same as the encryption module with all encryption functions. 

The decryption unit contains an additional round keys register. The 

storage key is important  since the decryption of the first round uses 

the 10th round key and the ninth round key and so on. The count 

register is synthesized as B-Ram in order to save slices. The input 

"count" provides the address of the key location of the register to 

access. The decryption module architecture is displayed in Fig.7. 

 

IV Simulation Results: 

Using the Xilinx 13.1 ISE tool, the AES Rijndael algorithm is 

simulated and synthesized and the targeted FPGA is 

5v1x110t1136-3, which belongs to the Vertex 5 family. The 

design only uses LUTs, ROMs for all AES encryption and 

decryption operations. This approach reduces the use of the 

device and significantly improves the speed of the other 

implementation[ 3,4,9]. To reduce the number of slices used, 

the key register in the decryption module is synthesized as 

Block - Ram. Summary of the use of decryption. 

 

 

V Conclusion 

In Virtex-5 FPGA, the AES-128 algorithm for encryption is 

implemented. The proposed architecture achieves a 

throughput of 3.74 Gbps by designing all operations as LUTs 

and ROMs, thus using only 1 percent of the slices in the 

targeted FPGA. 
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