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Abstract- Recently vehicle tracking system is getting vast 

popularity because of the rising number of the stolen 

vehicles. Vehicle theft is happening on parking and 

sometimes driving in unsecured places. This research work 

explores how to avoid this kind of stealing and provides 

more security to the vehicles. The implemented system 

contains single-board embedded system which is equipped 

with global system for mobile (GSM) and global positioning 

system (GPS) along with a microcontroller installed in the 

vehicle. The use of GSM and GPS technologies allows the 

system to track the object and provides the most up-to date 

information about on-going trips. Moreover, fingerprint 

verification is done in the implemented system to ensure the 

driving of correct person. The implemented system is very 

simple with greater security for vehicle anti-theft protection 

and low cost technique compared to others. With the 

tracking we also capture the image of the driver before 

starting the car or in case some wants to steal the car also we 

capture the image and send the capture image to mobile 

using Internet. In case of any accidents or tampering of the 

vehicle we also receive message with the location of the 

vehicle by using sensors. 

 

Keywords— GMS, GPS, fingerprint, embedded system, 

vehicle anti-theft protection. 

 

I. Introduction 
 

A vehicle tracking system combines the installation 

of an electronic device in a vehicle or fleet of vehicle to 

enable the owner or third party to track the vehicle’s location 

and collecting data in the process. Modern Vehicle Tracking 

system (VTS) is the technology used to determine the location 

of a vehicle using different methods like GSM and GPS 

module and other radio navigation systems operating through 

satellites and ground based stations. GSM and GPS based 

vehicle location and tracking system provides effective, real 

time mapping based vehicle location tracking.  

The system uses geographic position and time 

information from the Global Positioning Satellites. In this 

research work, a system has been developed based on 

microcontroller that consists of a GPS and GSM. A two way 

communication process is achieved using a GSM modem. 

This study also comprises of a bio-metric protection system of 

the vehicle and fingerprint verification of the driver of the 

vehicle is used to protect the vehicle from anti-theft. 

Fingerprint recognition or fingerprint authentication can be 

defined as a method of verifying a match between two human 

fingerprints in an automated behaviour. Fingerprints are one 

of many forms of biometrics used to identify individuals and 

verify their identity.  

It is known that every person has a unique fingerprint 

image. When driver gives his verified fingerprint image 

before starting the vehicle, the system will be considered as 

fair condition. But when vehicle’s location is changed without 

fingerprint verification, the system will be taken as abnormal 

condition. Then the system will send an SMS to owner of the 

vehicle with an URL of ‘GOOGLE MAP’ having the 

coordinate of the current location of the vehicle. SMS will be 

then sent to the owner having updated location’s co-ordinate 

every interval of 10 seconds until doing the proper fingerprint 

verification. Moreover, vehicle’s owner can get the vehicle’s 

location at any time by SMS after making a ‘missed call’. 

 

II. Literature Review 

 

 The evolution of technology in the recent years, 

different mechanisms and innovations are used in various 

fields. Vehicle theft detection concentrates mainly on the 

various lock system or monitoring and controlling of vehicle 

from a remote location. These types of devices cannot be 

practically implied as there are various shortcomings and the 

logics needs to be revised. 

  A sensor based vehicle theft detection system along 

with some features like fire detection is implemented in the 

vehicle (Akshay Zacharia, Ajo Thomas, RintoRoy, 2015). 

Two android devices communicate with each other one from 

the vehicle and the other is with the owner of the vehicle. A 

password lock is used to control the vehicle.When a user tries 

to access the vehicle the intended uses needs to be authorized 

only then the vehicle ignition can be turned on 

 When a user tries to access the vehicle the intended 

uses needs to be authorized only then the vehicle ignition can 

be turned on. Constant surveillance of any object is 

maintained on car. Remote monitoring of vehicle is streamed 

through the surveillance pad . An event detection module 

consists of event detection sensor and event detection logic. 

Whenever the ignition is started the location is updated in the 

pad. Password locks with remote ignition cut-off mechanisms 

are used with the controller of the vehicle. If any incorrect 

password is encountered more than three times then the 

engine is cut off and the vehicle cannot be accessed anymore. 

When any event of theft has occurred is alerts the nearby user 

with a buzzer sound. Face recognition mechanisms are used 

when the engine is started a picture is captured and sent to the 

owner of the vehicle. This person can verify the user and 

identify whether the vehicle is stolen or not. The image is 

stored in the compressed format and only when the image is 

verified is vehicle’s ignition can be enabled. 

 

III. Existing System 
 

In the vehicle, tracking unit is installed which 

includes Arduino-2560, SIM908 and GT-511C1R. SIM908 

and GT- 511C1R device are connected to the Arduino via 

serial COM port. Proper voltage level conversion is done by 

resistor divider. A fingerprint sensor is also used for bio-

metric verification. There are many fingerprint sensor 

technologies i.e. optical, capacitive, thermal, RF, ultrasonic, 

piezo-electric, piezoresistive, MEMS. Optical sensor 
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technology has been used here. Captured finger image is 

digitally processed and stored in memory as a template. The 

fingerprint of Vehicle’s driver is taken by this device before 

the starting of vehicle. Fingerprint matching algorithm is used 

to compare with previously enrolled image for checking 

authentication. Among correlation-based matching, ridge 

feature-based matching and Minutiae-based matching, last one 

is popular as it is efficient and accurate. If vehicle’s location is 

changed without fingerprint verification, the system will 

consider that something is going wrong. Then the GPS engine 

will collect the co-ordinate of that place and send SMS to the 

cell phone number of the owner of the vehicle. Fig. 1 shows 

the block diagram of vehicle tracking system with Fingerprint 

verification. Both GSM and GPS engines have separate 

antenna. GSM, GPS and fingerprint devices are connected via 

microcontroller. 

 
Fig:1. Block diagram of vehicle tracking system with 

fingerprint verification. 

 

IV. Proposed System 
 

The proposed system is equipped with global system 

for mobile (GSM) and global positioning system (GPS), 

finger print verification system & engine lock system along 

with a microcontroller installed in the vehicle. The use of 

GSM and GPS technologies allows the system to track the 

vehicle. The fingerprint verification of the driver of the 

vehicle is used to protect the vehicle from anti-theft. When 

driver gives his verified fingerprint image before starting the 

vehicle, the system will be considered as fair condition. But 

when vehicle’s location is changed without fingerprint 

verification, the system will be taken as abnormal condition.  

 
Fig:2. Block diagram of Anti-Theft verification using IOT 

 

Then the system will send an SMS through GSM modem to 

owner of the vehicle with the coordinate of the current 

location of the vehicle by GPS. Also in this work upon 

receiving of SMS the owner sends back the SMS to the GSM 

modem to stop the engine. 

 

A. Ardunio Atmega328p 

The Atmega328 is a very popular microcontroller 

chip produced by Atmel. It is an 8-bit microcontroller that has 

32K of flash memory, 1K of EEPROM, and 2K of internal 

SRAM. The Atmega328 has 28 pins. It has 14 digital I/O pins, 

of which 6 can be used as PWM outputs and 6 analog input 

pins. These I/O pins account for 20 of the pins. 

 
Fig:3. Ardunio Atmega328p  

 

B. Raspberry Pi 

A Raspberry Pi 3 board contains BCM2837 

controller which supports ARM11 processing unit. The 

Raspberry Pi 3 Model B builds upon the features of its 

predecessors with a new, faster processor on board to increase 

its speed. It also features WiFi and Bluetooth Low Energy 

capabilities to enhance the functionality and the ability to 

power more powerful devices over the USB ports. In this 

process Quad Core 1.2GHz Broadcom BCM2837 64bit CPU, 

1GB RAM, 40-pin Extended GPIO,4x USB 2 ports, 4 Pole 

stereo output and composite video port, Full size HDMI, CSI 

camera port for connecting a Raspberry Pi camera. 

 
Fig:4. Raspberry Pi  

 

C. GSM/GPS(SIM800,900) 

It has Quad-band GPRS/GSM engine. It works on 

the frequencies of 900 MHz, 1800 MHz, 850 MHz and 1900 

MHz. GPS technology for satellite navigation is also 

supported in this device. As both of the GPS and GSM 

technology is supported by it, any on purpose tracking is 

possible at anywhere and anytime with signal coverage. This 

board features the u-blox NEO-6M GPS module with antenna 



                 International Journal of Engineering Research                                                ISSN:2319-6890 (online), 2347-5013(print) 

                 Volume No.8, Issue Special 2, pp : 129-132                                                                                        13 & 14 March 2019 

 

NC’e-TIDES @ 2019 Page 131 
 

and built-in EEPROM. This is compatible with various flight 

controller boards designed to work with a GPS module. 

 

 
Fig:5. GSM/GPS(SIM 800,900)  

 

D. Fingerprint Module (R305)  

 This is a finger print sensor module with TTL UART 

interface for direct connections to microcontroller UART or to 

PC through MAX232 / USB-Serial adapter. The user can store 

the finger print data in the module and can configure it in 1:1 

or 1: N mode for identifying the person. The FP module can 

directly interface with 3v3 or 5v Microcontroller. A level 

converter (like MAX232) is required for interfacing with PC 

serial port. 

  

 
 

Fig:6. Fingerprint module (R305) 

 

USB CAMERA 

 
Fig:7. USB camera 

 Here we propose IOT based theft detection project 

using Raspberry Pi where we use image processing on live 

video to detect theft using motion and also highlight the area 

where motion occurred. This system secures offices/homes 

from theft by instantly detecting theft as well as allowing user 

to view the theft details thereby highlighting the theft details 

and saving the video in a usb drive. In this system we use a 

camera along with raspberry pi along with a circuit with LCD 

display IR for night vision and USB drive for storage.  

 

IV. System Implementation & Result 
 

 
 

Fig:8. System implementation 
 

After doing hardware and software related works, the 

entire system was tested in a vehicle to ensure that the vehicle 

tracking system is working well and meets the requirement. 

When the vehicle moves out of the imaginary geo-fence 

without proper fingerprint verification, then an SMS is sent to 

the owner’s cell phone with link including vehicle’s 

coordinate. After that, an SMS is sent automatically after 

every 10 seconds including updated location’s co-ordinate. 

Then proper fingerprint is given and sending massages has 

been stopped. 

 

 
 

Fig:9(a) with thumb authorized 
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Fig:9(b) unauthorized person detected 

 

 
Fig:9(c) unauthorized sending the message 

 

 
 

Fig:10 tamperd wire 

 

 
Fig:11 live image 

 

After doing click on that link, location on the map is 

showed. Fig. 5 shows the position on the map. 

 

Conclusion 
 

In this research work, vehicle location can be tracked 

and prevention of it from theft with fingerprint verification is 

done with minimum cost in quasi real-time mode. Fingerprint 

technology is very effective security check technology and 

also in lower cost to avoid stealing of vehicles. In future, 

smartphone (i.e. android, windows) application can be made 

and interfacing a dedicated smart-phone installed in vehicle 

with fingerprint device can be done to get real-time vehicle 

tracking with inter-active mapping. 
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