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Abstract: This project deals with the development of 

watermarking for both spatial and transformed digital 

images. A message should be hidden in the image so that the 

image is not disturbed and the message can be easily 

retrieved. The discrete transformation of the wavelet (DWT) 

and the discrete transformation of the cosine (DCT) in 

cascade to achieve more efficiency and security. These 

methods divide the image into different frequency areas in 

order to integrate the watermark message into the less 

frequency area that does not disturb the image.. The 

optimization of bacterial foraging (BFO) is a new 

optimization technique. The existing methods are DWT, the 

combination of DWT and DCT, and the combination of 

DWT, DCT and BFO in these methods, which are lower 

than PSNR (peak signal to noise ratio) and NCC 

(normalized cross-correlation), in order to increase our 

proposed method. The proposed method is a combination of 

DWT, DCT, BFO and MODIFIED BFO in which the value 

of PSNR, NCC and IMAGE FIEDILITY can be reduced. 

Keywords : DWT, DCT, BFO, BFO, PSNR, NCC and 

IMAGE FIEDILITY 

1.Introduction: 

A watermark is a conspicuous picture or example in paper that 

shows up as different varieties of softness/dimness when seen 

by transmitted light (or when seen by reflected light, a dim 

foundation), brought about by thickness or thickness varieties 

in the paper. There are two principle approaches to deliver 

watermarks in paper, the dandy roll process and the complex 

process of the cylinder mold. Watermarks are often used to 

prevent counterfeiting as security features of bank notes, 

passports, postal stamps and other documents.. Watermark is 

very useful in the examination paper, as it can be used to date, 

identify sizes, trademarks and locations of mills and paper 

quality. We live in an age of information in which billions of 

bits of data are created in every fraction of a second and 

digital data (images, video and audio files, digital repositories 

and libraries, web publishing) have become more and more 

frequent with the advent of the internet. 

 The watermark's specialty is that the cover work remains 

intact even if it is copied. It is therefore extracted and tested to 

prove ownership or copyrights of the watermark data. For 

counterfeiters, it is very difficult to remove or alter the 

watermark. The real owner can therefore always have his data 

safe and secure. Our aim is to study various techniques of 

watermarking and all types of attacks. Falsifiers try to degrade 

the quality of the watermarked image by attacking an image 

(watermarked image is usually scaled, compressed and 

rotated). By attacking the watermarked image, it is very 

difficult to recover the watermark from the watermarked 

image and even if it has been extracted, it can no longer be 

used to prove ownership and copyright. 

So our main idea is to find these regions in an image that is 

very stable and resistant to attacks, also known as patches. 

From the German term, the term watermark may have been 

derived. In fact, the term is a misnomer, because water is not 

particularly important in creating the mark.  

2. Literature Review: 

The concept of digital watermarking came into existence in 

1990  and 1993. The word watermark was coined by Tirkel. 

Three main steps in watermarking are the design of the 

watermark signal, the embedding of the watermark and the 

extraction of the watermark, but the design and embedding of 

the watermark are considered to be one step and the extraction 

of the watermark as a second step. Many digital watermarking 

approaches which are published that are strong to the attacks. 

We have  used the high-frequency areas to save the watermark, 

so here we only discuss the transformation domain approach 

in the DCT, DWT, DFT and BFO domains. The DCT 

approach is strong but weak against geometric attacks for 

processing the image. At the same time, the DCT based 

approach is difficult to design. DCT approach is divided under 

the Global and Block Based watermarking used firstly the 

DCT based watermarking algorithm to embed a powerful 

watermark in the perceptually significant portion of the 

Human Visual System. DWT approach was presented in 

which utilizes indistinguishable system from the DCT 

however the change of the picture into its change space is 

distinctive which has the effect.. In various applications, the 

DWT approach is more robust than DCT. The DFT approach 

has been studied because it has proven its robustness against 

geometric attacks. There are two types of DFT watermarking 

techniques, one in which the watermark is directly embedded 

and another in which the watermark is embedded in a 

template. 

Passino proposed an algorithm for bacteria foraging 

optimization (BFO). It is a newcomer to the algorithms of 

optimization inspired by nature. Optimization algorithms such 

as genetic algorithms, evolutionary programming, 

evolutionary strategies (ES) have dominated the field of 

optimization algorithms that draw their inspiration from 

evolution and natural genetics over the last five decades. The 

Bacterial Foraging Optimization Algorithm (BFOA) is 

inspired by the pattern of the E.Coli bacterium's foraging 

behavior. The BFOA is based on the search for supplements 

by moving little advances known as chemotaxis and mirroring 

the chemotactic movement of virtual bacteria in the problem 
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search area.  The BFO algorithm for the watermarking of 

digital images has been implemented and BFO is used to find 

the high-frequency areas of the image in which the watermark 

is inserted. 

3.  Existing Methods: 

The existing methods are 

3. 1. DWT 

3.2. combined DWT and DCT  

3.3. combined DWT,DCT and BFO. 

3.1 DWT watermarking: 

Watermarking is certainly not a completely develop 

innovation, specifically to expand the security and limit of 

watermark information. Most analysts endeavor to expand the 

limit of the watermark by bargaining picture quality, as 

information rate, security and indistinctness are exchange off. 

In any case, our plan will empower us to consolidate more 

watermark bits without influencing the indistinctness of the 

spread picture The delicate and semi-delicate watermarking 

procedures have genuine disservices, for example, expanded 

utilization of assets, more noteworthy region prerequisites and 

high power utilization. Vigorous watermarking strategy is 

proposed to defeat this. Critical power decrease can be 

accomplished by fusing parallel game plan. It is in this way 

worth taking care of this issue, since we get a watermarking 

procedure that expands the heartiness of watermarking by 

fathoming it. A discrete wavelet change (DWT) is any 

wavelet change for which the wavelets are circumspectly 

tested in numerical investigation and practical examination. 

Likewise with other wavelet changes, worldly goals is a key 

favorable position over Fourier changes: It catches recurrence 

data and area data.

 

Figure 3.1. DWT watermarked image. 

3.2 Combined DWT and DCT: 

The most normally utilized changes are Discrete Cosine 

Transform (DCT) and Discrete Wavelet Transform (DWT). 

This paper clarifies the calculation for advanced picture 

watermarking dependent on the blend of two changes: DWT 

and DCT. The DCT has a high vitality compaction property 

and less PC assets are required. The calculation's vitality 

compaction property alludes to the capacity to focus the most 

vital data motion in as few low recurrence parts as could be 

expected under the circumstances. Then again, DWT is a 

multi-goals change and it is anything but difficult to 

accomplish variable pressure. The principle impediments of 

DCT are presentation of false shaping impacts and blocking 

curios at higher pressure, and, that of DWT is prerequisite of 

vast computational assets. In this paper we will depict the 

strategy for computerized watermarking utilizing joined 

DWT-DCT.. 

The DWT and DCT transforms have been extensively used in 

many digital signal processing applications. In this section, 

the two transforms are introduced briefly, and outline their 

relevance to the implementation of digital watermarking. 

 

Figure 3.2. Combined DWT and DCT 

3.3 Combined DWT, DCT and BFO: 

BFO basically identifies areas with higher frequencies in 

which data can be stored. The data hiding takes place to hide 

the data after finding the high frequency areas. The 

ADAPTIVE algorithm is used over the image to perform data 

encoding. The performance of the algorithm can be checked 

for various attacks such as Gaussian filter, salt & pepper and 

sharpening. Technical analysis can also be carried out using 

various approaches such as MSE, PSNR, similarity of images 

and BER, etc. 

 

Figure 3.3. Combined DWT, DCT and BFO. 
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4. Proposed Method: 

The message is hidden in the cover image in our proposed 

work. The aim is to achieve invisible watermarking so that the 

message should not be observed after embedding the message. 

The method used for this purpose is the combination of three 

methods used individually for watermarking. But each method 

has its own limitations, so they are combined in our work to 

overcome their limitations.  

PSNR (peak signal to noise ratio), NCC (normalized cross-

correlation) and IF (image fidelity) are the performance 

criteria for image watermarking. For good message 

embedding, the value of PSNR and NCC must be high. The 

embedding of the message by any selected method requires 

that the message should be clearly recovered at the end of the 

receiver, and the NCC can then validate it, since the 

normalized cross-correlation between the original message 

and the recovered message must be high. Therefore, a gain 

factor is introduced in the proposed embedding process, 

discussed in the next section, which also decides the hiding 

and retrieval depth of the message. However, embedding must 

also be invisible and robust for any type of attack or noise 

during image transmission. High PSNR value ensures 

watermarked image robustness. The value of the gain factor 

must therefore be selected in order to manage the balance 

between the PSNR and the NCC. Bacterial foraging 

optimization is used in our work to set the optimum value of 

the gain factor. As discussed in the previous chapter, the 

PBFO minimizes the objective value of the function to obtain 

the best E.Coli bacteria location. The task is therefore to 

formulate the objective function in order to achieve the best 

value for profit. For this purpose, the parameter to be 

minimized was considered the opposite of the normalized 

cross correlation. Initially, the random gain value is selected 

and passed through the DWT and DCT watermarking process 

to the embedding and retrieval process.  

4.1 Particle Swarm Optimization 

The Particle swarm streamlining (PSO) is an arbitrary 

enhancement method dependent on the populace created in 

1995 by Dr. Eberhart and Dr. Kennedy, propelled by the 

social conduct of fowl rushing or fish preparing.PSO has 

many similarities to evolutionary computing techniques such 

as genetic algorithms (GA). The framework is introduced by 

refreshing ages with a populace of arbitrary arrangements and 

looks for ideal. In contrast to GA, notwithstanding, PSO does 

not have advancements, for example, hybrid and change. The 

potential arrangements, called particles, fly through the issue 

space in PSO by following the current ideal particles. The 

benefits of PSO contrasted with GA are that PSO is anything 

but difficult to actualize and couple of parameters should be 

balanced. Accept the accompanying situation: A gathering of 

winged animals look for sustenance in a zone haphazardly. 

Just a single bit of sustenance is sought in the region. Only 

one out of every odd feathered creature knows where the 

sustenance is. Be that as it may, in each cycle, they know how 

far the nourishment is. So what's the best nourishment 

technique? The compelling one is to pursue the winged 

creature which is closest to the nourishment. PSO gained from 

the situation and tackled the issues of advancement. In PSO, 

each single arrangement is a "fledgling" in the hunt space. We 

call it "subject." All particles have wellness esteems to be 

improved by the wellness capacity and paces that immediate 

the molecule flying. By following the present ideal particles, 

the particles fly through the issue space. PSO is instated with 

a gathering of arbitrary particles (arrangements) and afterward 

by refreshing ages looks for ideal. Every molecule is refreshed 

in every emphasis by following two "best" values. The main 

arrangement is the best arrangement It has achieved up until 

this point (wellness). This esteem is called pbest (the wellness 

esteem is additionally put away). The best esteem acquired so 

far by any molecule in the populace is another "best" esteem 

followed by the molecule swarm streamlining agent. This best 

esteem is the best and gbest of the world. At the point when a 

molecule is a topological neighbor of the populace, the best 

esteem is a nearby best and is called lbest. 

4. Results & Discussion: 

In our work, we have developed a graphical user interface 

(GUI) in MATLAB that allows you to freely select any type 

of image and message that can be hidden in the image. We 

compared the results with DWT, DWT-DCT and DWT-DT-

BFO algorithms to demonstrate the efficiency of the proposed 

work. The comparison parameters discussed above are: PSNR 

and NCC. We used several images to check the efficiency of 

the algorithms.  

4.1. Comparisons with Existing Methods: 

We have created a graphical user interface using MATLAB 

to facilitate this process.  

. 

 

Figure 4.1.1: Comparison of psnr values with existing 

methods. 

 

Figure 4.1.2: Comparison of  ncc values with existing values. 
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Figure 4.1.3: Proposed method output. 

5. Conclusion: 

The efficiency of the entire scheme is demonstrated by 

simulation results such as 1) PSNR quality assessment 

objectives are achieved 2) watermarked images have very 

good visual quality 3) no auxiliary data is required for quality 

estimation (only embedded watermarks and test images are 

required). A still-image watermarking scheme with high 

frequency robustness is applied in this work. The proposed 

scheme only tests the image instead of audio or video. In 

many applications, such as authentication and copyright 

protection, this algorithm can be used to hide data.  
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